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About GS1 Hong Kong

Founded in 1989 by the Hong Kong General Chamber of Commerce, GS1 Hong Kong
is a not-for-profit industry support organization. It is committed to enhancing Hong
Kong enterprises’ competitiveness through the provision of global supply chain
standards, best practices and enabling technologies. As GS1’s local chapter, GS1 Hong
Kong is authorized to issue and administer GS1 identification numbers in Hong Kong.
Standards and solutions offered include bar coding services, B2B e-commerce services,
Global Data Synchronization (GDS) and Electronic Product CodeTM / Radio
Frequency Identification (EPC/RFID). The organization also hosts a wide range of
training courses to facilitate knowledge transfer for SCM principles, e-business
strategies, global standards and the implementation of enabling technologies. The GS1
community has over one million corporate members spanning over 150 countries and
economies and more than 20 industries around the world. For more information about

GS1 Hong Kong, please visit: http://www.gs1hk.org.
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About GS1 Taiwan

GS1 Taiwanis established in 1986 and it is a non-governmental organization that forms
a bridge between the government and industry sectors. The major job is introducing
GS1 Standards to domestic industries. Currently, the organization has over 19,000
barcode members. The major mission of GS1 Taiwan is to enable a harmony to be
reached on solutions that meet both the demands of business and the broader needs of
society.

Since 1986, GS1 Taiwan has supported many governmental projects to adopt
traceability and remain safety in deferent industry segments. In recent years, the
organization has nurtured over 4,000 talents via training courses, examinations and
activities to fulfill barcodes and EPC/RFID territories.
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The Hong Kong U-21 RFID Awards

The Hong Kong U-21 RFID Awards was first established in 2009 by GS1 Hong Kong
to bring recognition to creative young talents who were committed to developing new
EPC/RFID applications or technological products to address business issues and
problems of daily lives. The purpose of the Awards is to promote wider adoption of
EPC/RFID technology in business and daily lives, and encourage further original

EPC/RFID application and technology development in the local academic institutions.

Technology advancement and sustainability requires inputs from both industry and

academia. Today’s young generations are the industry talents in the future who will

undertake the important role of sustaining Hong Kong’s competitiveness in the global

marketplace. Against this backdrop, the Hong Kong U-21 RFID Awards 2011 was

established to:

® Foster collaboration between industry and academia to develop new EPC/RFID
applications and technological products with market potential

® Nurture a new generation of technical professionals with creativity and business
acumen

® Stimulate market demand for innovative EPC/RFID applications and products

® Inspire new insights in the industry with the innovativeness and enthusiasm of

tertiary students

Categories

Best EPC/RFID Concept
The winner of this award will demonstrate a high level of originality and creativity in

adopting EPC/RFID technologies attempting to address a well-defined business issue or
daily lives’ problem, which has foreseeable market potentials.

Most Innovative EPC/RFID Application

The winner of this award will be an EPC/RFID application, integration or product,

which is innovative, possesses distinctive features, complies with global RFID
standards, and may also address market needs. Heavy weights will be allocated for
projects developed through partnership between an enterprise and an academic

institution.
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The Taiwan EPC Architecture Award

The Taiwan EPC Architecture Award along with college contest of the EPCglobal
Standards and the Internet of Things (IOT) was established by EPCglobal Taiwan in
2010. This award and contest are focus on undergraduate students of domestic institutes

and universities.

The main purpose of this contest is to introduce EPCglobal Standards to most college
students and cultivate experts. Via this activity, students have chances to learn
experiences from industrial professions, and exchange ideas with other students.

The contestants should showcase their projects which follows the standard(s) of

EPCglobal Architecture Framework.
The contest has two stages:
The First Stage: Referees will judge the students’ paper assignments.

The Second Stage: Nominees will present the live demo of their projects in front of
referees. In last ten minutes, referees will have the Q& A session with nominees.

After the contest, EPCglobal Taiwan will provide awards and prizes to winners for

encouraging their motivation.
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Most Innovative Award

REAIEARE

Project title T H 44 f#: SmartBeauty

Students 24 : Kwong Wing Yi, Lee Hoi Lam, Leung Hiu Kwan, Leung Hiu Kwan
Fisila, Rk, REES, HER

Supervisors ¥5%&: Mr. William Leung Kwok Way Z2[E]{& 4=

Institution [52f%: Associate in Business , Hong Kong Community College

EEHE L2 mRERISE L

Table of Contact
Project Abstract
Project Objectives
Project Challenges

Application Development Design

vk wonNRE

Work of procedures taken to conduct the project
Products Information

Magic Mirror

BeautyBook

My-Shopping-List

My-Beauty-Products

RewardCash E-shop

Open RFID Technology Standards adopted

Partnership between Industry and Academia

o O O O O O

Project Extensibility and Scalability

© © N D

Potential Commercial Values
o  Customer Behavior Database
Near-Field
As a Checklist
As a Magic Mirror

o O O O

As a Demand Forecasting
o  AsaPromotion Tool
10. Originalities, Uniqueness and Innovativeness Demonstrated
11. Practicality, User-Friendliness, Extensibilities & Scalabilities Demonstrated
12. Social Responsibility
13. Ways of the Project Results Meet the Objectives
14. Reasons of Our Project Deserves an Award

15. Appendix
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2. Table of Content

Project abstract
Table of Content
Objectives
Business Issues

vk wN R

Solutions applied

- Application design

6. Work of procedures taken to conduct the project
- As a Key
- Asan Ildentity
- Asan Electronic cash

7. GS1 system of standards

8. Partnership between industry and academia

9. Project extensibility and scalability

10.  Potential commercial values

Customer Relationship Management (CRM) or Customer Behavior
Database
Far-field
Statistical value
Near-field
As a Keys

As an ldentity
As an Electronic cash
11.  Originalities, uniqueness and innovativeness demonstrated
12.  Practicality, user-friendliness, extensibilities & scalabilities demonstrated
13.  Social responsibility
14.  Project results meet the objectives - Ultimate goals
14. Video demonstration in CD / DVD format
15. Appendix
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1. Project Abstract

Radio-Frequency identification (RFID) is commonly applied to the world in different
aspects. The application of RFID techniqueenhances the efficiency and effectiveness of
human-beings in completing different tasks. Our project - SmartBeauty is specialized in
providing integrated servicesto cosmetic users. This is a one stop solution to fulfill
customer satisfaction and provide them with convenient and “All-Day” available
shopping experience as well as easy information access. Users can simply enjoy all the
functions by using their personal mobile device. RFID embedded smartphones increase

SmartBeauty flexibility and enabled customer to shop everywhere at every time.

SmartBeauty is combining RFID system with magic mirror and social network.RFID
tags installed inside the cosmetic products and readers will be embedded in smartphones
and designated points inside the stores. This placement let customers can serve
themselves inside everywhere. They can read the products’ information, watch
“How-to-Use” video, or even have a virtual make-up. These make-up photos can be
shared to BeautyBook, a social network, users can share their beauty experience,
comment on the others or take those photos as a reference.

To let all customers enjoy the benefit brought by RFID technology, virtual vanities will
be installed in retail shops. Customers can try the cosmetic products on their face but

do not need to actually put it on the face.

2. Project Objectives
In this modern era, time is money.People have different tasks and have a tight schedule
every day. So they walk fast, eat fast, live fast and speak fast. But everything cannot be
done withinlimited time, entertainment time may be thus decreased. For this reason,

many people especially women tend to shop online.

As there are a wide range of cosmetic brands and products in the market, we need to try
the products before we decide to buy it. However, many cosmetic shops do not provide
useful testers or even do not allow customers to try their products. Therefore, customers

buy unsuitable cosmetic products easily and a waste of money and product is resulted.

In order to fulfill and satisfy the need of customers from preventing buying unsuitable
cosmetic products and reduce the valuable time cost of shoppers. We decide to apply

RFID application system integrates into cosmetic shops.
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3. Project Challenge

Recently, makeup become a hot topic around women and even men as well. When they
are shopping at the store, testing the product always is a significant step. However,
useful testers are not provided all the time since they were dirty, used or damaged.This
leads us easily purchase unsuitable cosmetic products and waste money. Moreover,
customers can only test the cosmetic products on hand or listen to the recommendation
of staff. However, this is a time consuming way and not an accurate method to test
those products. Sometimes, promotion from salesperson may even discourage

customers enter retail stores.

Although cosmetic brands do develop their own webpage or application for customers
read products catalog or even shop online, SmartBeauty do provide a distinct value to
cosmetic market and solves the shopping issues existed. The following is the shopping

issues existed in the market:

To begin with a purchase process, products information is fundamental to decide
whether to buy the product. Even products information is overwhelmed in the internet,
the information is not organized. Products information and “How-to-Use” Video are not
always available in a same platform. Customers are hard to read, compare cosmetic
products in a messy information pool. After reading the products information, customer
would like to test the products texture and color. Without our SmartBeauty, customer
can only test it on their hand. Even they can feel the productstexture; the color cannot be
tested accurately as the color on hand in different from the one on face. Also, customer
will make their hand dirt in testing the product. Once the product is being tested,
customer may want to compare to the other product before they buy the tested one.
However, customer probably cannot remember the products they want to buy or tested
before. This will cause a loss in customers themselves because they forgot to buy
necessary products. On the company side, forgetting to buy is obviously a loss of their

sales revenue and brand awareness.

When customers have bought their product, they may found there are numerous
cosmetic products on their vanity. However, it is not easy to remember when they have
bought the product, what is the purchase date or expiry date, this will cause them buying

redundant things, wasting money and not environmentally friendly.

On the other side, though people especially teenagers want to buy cosmetic products;
they do not familiar with it. Even they want to search others make up as their reference
in the internet, there is no platform including photos tagged with used products,
products information, users feedback and last but not least the photos are separated by

circumstances.
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4. Application Development Design

® Smartphone Reader — Every smartphones are equipped with a NFC reader and
specific tag. These NFC smartphones can help us transmit and adopt information
via RFID technology in a faster and convenient way.

® Fixed NFC Reader — Installed a fixed NFC Reader in a designated point.

Tablet with NFC Reader — Equipped with smartphones and salesperson’ tablet

® Host Computer and Smartphone — Information display

This project mixes Near Field Communication (NFC) with social network and applies it
in different circumstances. NFC reader will be installed in smartphones, a designated
point inside the retail shop and tablets along with salesperson. While the RFID enabled
tag will be embedded in cosmetic products and NFC smartphones. The following are

examples of how the project efficient the cosmetic industry.

As a Display Broad

v" Displays products’ information like characteristic, usage and users’ feedback

v" Shows user’s image that he or she has used the cosmetic products (like a magic
mirror).

v" Play as a product sample

As a Communication Tool
v' Transmit “To-Buy-List” to the shop or cashier
v' Communicate with salesperson

v" Share photos, usage feedback to others

As a “My Beauty Product” Checklist

v" Keep record of “My Beauty Product”
v" Show Purchase Date

v" Show Expiry Date

As a promotion tools
v" Get Loyalty Point, Discount or Prizes

As a Demand Forecasting
v" Count the number of times that customers check the samples details
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ii.

5. Work of Procedures Taken to Conduct the Project

SmartBeauty is mainly carried by an application installed in Near Field Communication
(NFC) Smartphones. The application acts as a catalog, mirror, social network and
shopping cart. To conduct the project, smartphone will play a significant role and play

as a reader and a tag to read and transmit data.

The users need only installed the application in a NFC Smartphone, they can enjoy a
variety of benefits and conveniences. To introduce the application in detail it will be

introduced by pages as follow.

Table of Content

This part summarize all key functions including
- Products Information

- Magic Mirror

-BeautyBook

-My-Shopping-List

-My-Beauty-Product

-RewardCash e-Shop

Products Information
Cosmetic Products are embedded with a passive

Radio-Frequency Identification (RFID) tag including
identification information such as unique serial number

and product information.

Products Information Users can simply hold their NFC smartphone in close
proximity of the products, the reader will be activated
and the related information will be shown. This can increase store revenue as

customer can serve themselves in the shop if the salesperson were being occupied.

If users cannot physically touch the products, they can solely search products

information via the application and add favorite items into “My-Shopping-List”
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iii.

iv.

Magic Mirror

O

\ )
ﬁ A Magic Mirror will be included in the application and

f?’ J E placed in the store as a virtual vanity. So that customer
1]

can test the cosmetic products through a virtual make up

After reviewing products information, customers can try it

virtually on their face.

Magic Mirror everywhere or in front of the magic vanity if they do not
have NFC smartphone. If customers use magic mirror via
the application, it is advanced to take a photo under efficient lighting so that our

application can accurately reflect the “make-up” effect on the smartphone.

Once user finish a virtual make up, they can capture a photo by clicking a button on

the mirror. The photo can be saved as reference or shared to the “BeautyBook™.

BeautyBook

e

7\ “BeautyBook” is a tailored social network. A platform let

users share their photos and products feedback.

Those photos can be taken by magic mirror or users own

camera. For the former one, all product used on the

N

Bea utyBook RFID reader; however we need to input what products we

/ make-up will be automatically saved in the photo by the

have used for the latest one. To input this data, we can
type for it or simply add it by clicking the product on “My-Beauty-Product” or
“History”.

When users hang around the “BeautyBook”, they can not only review the make-up
photos but also knowing what kind of products do the model used. They can give a
heart torepresent like the photo, and leave a comment for it. If they want further
information about the product used by the model, users can click the product name

and the related information will be shown.

Also, those photos will be categorized by occasions such as graduation dinner,
wedding party, interview or outdoor activities. This categorization let users

efficiently prepare their make-up refer to the models in relevant scenarios.
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v.  My-Shopping-List

My-Shoppirg _ist

vi. My-Beauty-Products

My-Beauty
Products

vii. RewardCash E-shop

RewardCash
E-shop

When users shop in the store or the application, they may
not decide to buy it immediately. “My-Shopping-List”
allow users to record what they intend to buy for further
comparison. Once “My-Shopping-List” have been
confirmed, user need only visit the shop and transmit the
List to the salesperson or cashier by holding the NFC
smartphone near the salespersons tablet or the fixed reader

at the designated point.

“My-Beauty-Products” is a list showing what do user
owned. Once users have brought the product, they can
record it by NFC. After it “My-Beauty-Products” will
list the Products Name, Purchase Date and Expiry Date.
Users can also share their lists to the “BeautyBook™ so
that others can ask for products feedback and create

brand awareness.

To attract people download the application and register as a
member, RewardCash will be promoted in different occasion
with different rules. For example, a NFC tag may be
embedded in a poster. Users can get RewardCash if they use
their smartphone read the tag. Also RewardCash may be
gotten by sharing photos to the “BeautyBook”.

RewardsCash can exchange for gifts or discounts depending

on the promotion on that period.
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6. Open RFID Technology Standards Adopted

In view of smartphone become part of our daily necessities, a smartphone embedded
with RFID technique is an ongoing trend. This, a particular RFID readercan read and
write on each smartphone of yours to smooth your buying process in cosmetic shops.
RFID readers are installed in every Magic Mirror.

NFC- Near Field Communication

It is a set of short distance wireless technologies, usually requiring a distance of 4cm or
less to start a connection. It allows you to simplify transactions and data exchange
between an NFC tag and other devices like Android-powered device. Not surprisingly,
this technology is used in a wide range of ways. Whether waving your smartphone at
the checkout lane in the supermarket, swiping it over an exhibit at a local gallery or
museum, or bumping phones with a friend to share the latest games, music or photos.

NFC lets people learn, play and pay more easily.

NFC- It is an open stage technology standardized in ECMA-340 and ISO/IEC 18092.
These standards itemize the coding, speed transfer and frame format of the RF interface
of NFC devices, and initialization schemes as well as conditions required for data
collision-control during initialization for both active NFC modes and passive modes.
Besides, they also define the transport protocol, including data exchange ways and

protocol activation. The air interface for NFC is standardized in:

ISO/IEC 18092 / ECMA-340

Near Field Communication Interface and Protocol-1 (NFCIP-1)

ISO/IEC 21481 / ECMA-352

Near Field Communication Interface and Protocol-2 (NFCIP-2)

NFC combines a wide range of existing standards including ISO/IEC 14443 both Type
A and B, and FeliCa. NFC authorized smartphones work. Particularly in "card
emulation mode" a NFC device should transfer, at a minimum, a unique ID number to

an existing reader.

List of NFC phones today: (http://www.nfcworld.com/nfc-phones-list/#available)

Google Nexus 4 ) . -
Google Nexus S R ¢
HTC Desire C

HTC One

LG Optimus Elite

Samsung Galaxy Note II.... etc

o O O O O O
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7. Partnership Between Industry and Academia

It is essential to develop a wholesome RFID industry- academia relationship to support
the development of the industry and enrich the contribution of academia. The
industry-academia partnership helps students to gain valuable practical business
experiences. It is also important for them to understand the most recent trends in
different industries.

Related companies can support the student team to finish a new RFID project, if the
idea is valuable and workable. They can provide opportunity for company visit and part
of area for student to do labs or research about RFID. This can be seen as a mentoring
or internship program. Through these activities, all the required skills for doing well in a
role of RFID application developer would have been trained in the candidate already.

Also, students can surpass in any other inclination in a real firm.

Benefits from partnering are as follow:
e  Companies:
o  Lower labor cost: Since the salary of a internship is lower than hiring a full
time staff
o  Better resources coordination: According to the need of company, manager
can change the students' job assignment when necessary.
o  Build a working relationship with the students: They may become the future

employees of the company

e  Students:
o  Gain valuable practical business experiences
o  Apply what they have learnt in class

o  Understand the most recent trends in different industries

¢ Internship:
o  Companies will be provided with bright, educated, and motivated student
interns.
o  Companies can test students' quality before hiring.
o  Students may contribute by bringing in new innovative ideas to the company.

o  Students can get the working certificate when the program is completed.
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8. Project Extensibility and Scalability

It is a trend for Cosmetic industry to use RFID application system which can release
data in the newer format. Nowadays, RFID is an exceptional application in the world.
Cheap in production cost effective and wireless capability are the advantages of RFID
application. Not only are organizations keep investigating possible enhancement of
RFID, but professionals also keep improving hardware, software design and the media
used for transmitting information. The RFID application system is with good flexibility.
For instance: Long term maintenance of system will be provided. The precise security
service will protect customers’ personal information and commercial information from
stealing. We keep doing research and developing the whole system which can suggest
users to upgrade the system when necessary. Besides, cosmetic business is part of the
service industry. In order to meet the needs of different customers, sales people may
need to change the service nature all the time. The system can be customized for system

users who are potential customers and existing customers for any personal purposes.

If you are asking how much the average woman consumes on beauty products, you may
be shocked with the statistics. In her lifetime, a woman will use about HKD$104,000 on
different beauty products. For many women makeup is important. Cooperating with
different cosmetic brands is our first step. No matter on clothing, shoes, skin care, hair
or face, pursuing beauty is the nature of women. Therefore, we plan to cooperate with
different clothing brand such as H&M, LT and UNIQLO in the future. Under the
cooperation, we will release a wide range of series on clothing and beauty products at
the same time. Both of them will be labeled RFID tags and Magic Mirror will also
install in the clothing shop. For example: If the customer wants to buy a sexy dress and
have make up for going party, she can wave the tag of the dress by smartphone. After
that, not only is she getting the dress’s information, but she is also getting
recommendation of what make up products should be used to match the beautiful dress.
Furthermore, if the customers have any problems or questions about clothing or beauty
products, the staff are willing to answer. Some customers may want to buy the dress
only because they may think buying a new series of beauty products is wasteful for
going one party. In order to solve this problem, the cosmetic shops will also provide
make up service. Therefore, the customers can book the make up by connecting their
phone with NFC reader in Magic Mirror. Customers’ information and make up service

time will be sent to their phone when it confirm.

Besides, customers may buy the counterfeiting cosmetic products if they are not buying
in specialty shop. Because customers are not experts, they may not identify the fail

products. However, if they use the counterfeiting products, serious consequences for
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instance allergy or dead can be happened. Therefore, after applying RFID system in
cosmetic products, all the products will have new package with RFID tag. Customers

can wave the product on their smartphone to check it fake or not.

9. Potential Commercial Values

The RFID system can smooth and simplify the purchase process of customers and the
workflow of shop assistants. Besides, the collected data is costly for executive in
operating a cosmetic business. Furthermore, the better quality services can be provided

to valuable customers.

Consumer Behavior Database

The cosmetic shops are keeping information of all customers; existing and potential
customers keep his or herown reviewing and consuming record in smartphone through
using the App. The reviewed cosmetic products’ information, make up methods and
To-Buy List are stored and can be regained from phone anytime. If the customer has
planned to buy a list of cosmetic products, data can be shared with the shop assistant in
the new buying process via Tablet. The staff gets the information from To-Buy List,
they can prepare the needed products immediately. When the shop understands more
about one customer, staff can provide a more personalized and suitable service to one
customer in order to enhance the shop’s service quality. With this, customers can enjoy
better service, more discounts or special gifts from all cosmetic shops which joined our

platform.

Near Field Communication
e  Asa Checklist
RFID make the steps easier in purchasing by getting the information automatically from

customers’ phones. Customers and staff and executives are benefit from using RFID

system.

To customers in buying the cosmetic products, the RFID system application simplifies
the process in choosing and buying the products at the shops. It can reduce time and

manual mistakes of the saleslady.

To all staff, the main benefit is receiving To-Buy List from customers immediately as
saleslady knows what the customers want to buy. This will be done quickly by them
which bring convenient. The saleslady can get the checklist from reader or Tablet. Then,
they can communicate with the customers directly as they know the concern of their
guests. Also, for dealing with high traffic flow problem, the saleslady can call the

customers when the products are ready which can save customers’ waiting time.
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To the executives in managing budgets of advertising, the system records the customers’

To-Buy List. Then the executives can decide which products need more promotion.

®  AsaMagic Mirror
It is obvious that almost all people have bought the wrong color or unsuitable cosmetic
products. Yet, some people may choose to test the products on the bottom of their arms

or hands. However, it takes time.

In order to prevent buying wrong products, the cosmetic shops install a Magic Mirror
which includes a webcam, Mirror display and NFC reader. The customers stand in front
of the Mirror and the customers’ face is taken. Then, they wave the tagged testers over
the NFC reader. It enables them to see on the Mirror how particular products such as
lipsticks, blushers, eye shadow or even foundations would look on their faces. Besides,
customers may need to wait for the help of saleslady if there is a high traffic flow. At
this time, they can wave the tagged products over the reader to view detailed product
information on a Magic Mirror. Then, they may know more about their needs and wants

of cosmetic products.

To all staff, they can increase customers’ satisfaction level, promote sales and purchase
of related products by providing more detailed product information to customers. They
can also improve the efficiency of stock control and enhance productivity by using retail

area effectively.

Executives can also reinforce product line and product function through deeper analysis
of products and recorded data form Magic Mirror. As RFID system is not popular in

cosmetic industries, it can also raise the customer awareness of RFID tags and skills.

® AsaDemand Forecasting

In tradition, a wide range of cosmetic testers and products stand on the shop counters.
However, the shops cannot predict the demand of the products accurately if they only
depend on how much testers were used. After using RFID system application, all the
cosmetic products affix with RFID tags. The number of times that customers try each

labeled testers can be counted by the tag readers.

Staff are benefit from the whole design of RFID system. Since the stored data about
transaction and testers may be transmitted by network in time. It can reduce the
workload of salesladies to insert or record data and update inventory information
immediately. Besides, RFID system can foster the service provide. For cosmetic

products buying procedure, the record will be made automatically by using Tablet. This

page 21



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — QBKHEER EPC/RFID K& JIEEFINE

brings convenience to salesladies in checking the customers’ own usage history or from
To-Buy List.

It is no exaggeration to say that executives can benefit from collecting informative and
useful data like showing which products are the most popular and which products
customers are the most interest in. Then, marketing department will depend on the

collected data to take some actions for stimulating the sales.

e  AsaPromotion Tool

Marketing managers use bonus point redemption program to get the attention of
customers. Billboards with RFID tags will be put in each shop. Besides, posters with
RFID labels will also put in different places especially in MTR stations and Shopping
Malls. When the customers or potential customers across the billboards or posters, they
can wave the tag over their own smartphone to get the bonus point like 10 points at each

time.

Benefits for customers are that RFID application can increase their interest. As they
need to wave the tag which is more interesting than tradition method to get the bonus
points. Besides, they can get the gift or special discount at the appointed points so they

may need to look out the posters and billboards for getting the points.

Staff are benefits from the RFID system as well. Firstly, some potential customers may
wave the billboards’ tag at the shop. And the saleslady can grab the chance to interact
with them. Through face-to-face communication, salesladies understand more about the
customers and they can comment or make suggestion to them directly. It is possible to

explore business opportunities and earn more commission.

Benefits to executives are that it is useful to enhance the brand awareness through RFID
promotion tools. In addition, the cost of using this promotion tool is lower than other
promotion methods especially television advertising. Then, executives can spend a part
of advertising budget on other areas like staff training, technology development or

marketing research.
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10. Originalities, Uniqueness and Innovativeness
Demonstrated

The cosmetic app mainly focuses on the serving a convenient platform for those people
who like cosmetic. The magic mirror can prevent people buying wrong product because
they can try the products on their face first by using the app before they buy. They can
know the products ‘details from the apps instead of standing in front of the counter and
listening to the staff’s description with buying pressure. Also, people can simply save a
shopping list and let the staff know what they want though the NFC reader. Moreover,
we follow the trend that people can share their beauty outlook with make-up though
social network.

The new and considerate mobile app can take care of the needs of those cosmetic
products’ users. You don’t need search different products with different brand website
by website. Our app groups all the cosmetic brands together. The users can find all the
information they want from the app. Not only providing information, you can try
different product on your face to see whether that is suitable or not though the app. Also,
an e-shopping function is provided; customers can save an e-shopping list by using her
mobile phone. She can directly use her phone touch the NFC reader at the shop. Then,
the staff knows what she wants and takes out the products immediately to her. The
customers can buy the products directly because they have understood all the functions
and information of the products they have chosen by using the mobile app. After
purchasing the cosmetic products, the users can use the mobile to read the barcode on
the product and save the record. Therefore, users can manage their cosmetic products
well. This is a unique shopping method. The users can simply use the mobile to finish
the buying process of cosmetic products from searching, choosing, trying, comparing,

making decision and finally purchasing and storing.

Moreover, the app provides unique beauty exchange platform. Not only share photos
and status, you can also tag the links for the cosmetic products that you used. That is
you can share and recommend your confident cosmetic products to your friends and

show your different make-up styles at different occasions.
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11. Practicality, User-Friendliness,
Extensibilities & Scalabilities Demonstrated

Smartphone is so easy to carry and is now an everyday item for people, users can update

their beauty sense anytime anywhere.

Since the software design is created by our team, users only need to learn how to use the
app. Also, the users can customize their own page and they are familiarized with their
own page. Therefore, the app usage is always friendly, and indeed practically provides
desires information to the users that they do not need to search the suitable product one
by one. Also, only need the permission notice of the users, the app can be upgraded

anytime.

The users can simply put the phone in proximity to the NFC reader at the shop; let the
staff know their shopping list. They can complete the purchase transaction immediately
instead of wasting time standing in front of the counter for a whole day but still buying
the wrong product. For the shop, they can reduce the wastage of the sample so as to cut
cost.

Beside the purchase process, users can make a checklist for their beauty products. In the
checklist, product names, purchase date and expiry date will be shown. When the
cosmetic products approach to the expiry date, notification will pop up to remind users.
This function prevents them from using expired products, which will result from side

effect like allergy.
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12. Social responsibility

In the view of customers becoming more care of the social and environmental impacts
behind the beauty and cosmetic products they purchase, it is becoming more and more

vital for personal care manufactures to put social responsibility in the decision making.

The use of our RFID system acts the basic level of social aware of environmental. The
use of RFID system in cosmetic business reduces usage and wastage of cosmetic testers.
Besides, recycling boxes will be put in each retail shops so customers can help by
recycling the product packaging. After disinfecting and handling, the bottles can reuse
finally. It can reduce resources usage and lower the pollution level when produce the

new package.

The retail shops minimize the amount of packaging and increase the amount of
recirculate in product and transport packaging. In order to smooth the recycling process,
all the cosmetic products are also label with packaging symbols. The symbols are a
guide to how widely different packaging items are recycled. The information of packing
symbols will be stored in the RFID tag, so the recycler can simply read the RFID tag
and automatically recycle the packing by the category which the tag store.

The Green Dot Plastics
1

G
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[
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13. Ways of the Project Results Meet the Objectives

Business benefits: Consumer benefits:

o  Reduce work for staff o  Access information in a quick and
o Reduce manual errors effectively convenient way

o Improve customer service o  Compare cosmetic products

o  Reduce conflict with customers o  Prevent buying wrong products

o  Save money o Have an easy purchase process

o Increase brand awareness o  Save time

o Increase sales revenue

14. Reasons of Our Project Deserves an Award

RFID is well-known in logistics, or supply chain management, but not practical in daily
life. We try to apply RFID in our daily life. Make up is always a hot topic around
women and even men as well. Therefore, we want to create a new method which is
more convenient in buying cosmetic products. Our SmartBeauty concept consists of
RFID technique which is an innovative, creative and unprecedented idea. The idea is
not invisible. It can practice in different real situations. Moreover, our concept is not
only focusing on cosmetic business, it can also extend to different industries like

clothing, accessories and even hair style.

Besides, everyone own at least one smartphone. They can simply download the mobile
app and they can enjoy all the functions in it. It is no exaggeration to say that our system
is user-friendliness. It is simple to use and suitable for different ages such as teenagers,
office ladies and housewives. On the other hand, each cosmetic shop will put a Magic

Mirror so customers can have fun and enjoyment during their buying process.

Since people are more concerning about our planet, fulfills social responsibility is one
of our mission. Our idea can also help to maintain a good relationship between business
and students for providing mentoring program and internship program. Both the users

and providers can gain benefit. It is a win-win situation.

page 26



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — QBKHEER EPC/RFID K& JIEEFINE

15. Appendixes

References

1. Wikipedia, the Free Encyclopedia (2011). Near field communication. Retrieved July
18, 2013 from http://en.wikipedia.org/wiki/Near_field_communication#Standards

2. NFC phones: The definitive list (2013). Retrieved July 18, 2013 from
http://www.nfcworld.com/nfc-phones-list/#available

3. PROTECT THE PLANET, Retrieved July 18, 2013 from
http://www.thebodyshop.com.hk/en/vc_text-protecttheplanet.aspx

4. Recycle now, Retrieved July 18, 2013 from
http://www.recyclenow.com/why_recycling_matters/recycling_symbols.html

5. How Much Does the Average Woman Spend on Makeup?, Retrieved July 18, 2013
from

http://www.ask.com/question/how-much-does-the-average-woman-spend-on-makeup

6. The Growing Need for Corporate Social Responsibility in the Cosmetic Industry,
Retrieved July 18, 2013 from
http://desertwhale.wordpress.com/2010/05/12/the-growing-need-for-corporate-social-re

sponsibility-in-the-cosmetic-industry/

7. NFC (Near Field Communication), Retrieved July 18, 2013 from
http://www.gsmarena.com/glossary.php3?term=nfc

8. Hood, Christopher P. (2006). Shinkansen — From Bullet Train to Symbol of Modern
Japan.Routledge. ISBN 0-415-32052-6.

page 27



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Most Potential Application Award

XEEE AR

Project title T8 H #41%: RFID & Eﬂfr&aﬁaﬁxﬁﬁ/)m?\_#@% 44
Students Z224E: FF4EE ~ HEHE - BME - HMEE - H==%
Supervisors 54 =& &AM

Institution Fefs: FIRRTER: EEH A

B &

(—) & %M (Electric Motoreycle » EM)...

(=) f& ka8 ( Radic Frequency Identification + R_F'IIIJ

(=) EPCglobal & ..

1. A B8 -’q:lp].u: ation Level Erent,, ;'U_.E}ﬂ #- ........................

. EPC W EPC Informaton Services, EPCIS) #EE ..
3. 408 & HREE (Object Name Service, ONS) FER .ccvvciecsnissiinans
4. HFH B Dizcovery Service, D5 FER ..o s s

| - RS E..
E—“}EE:&'E

1. EPC Elﬂbﬂl i':lﬂ ﬁl' -ﬂ-‘l’ ﬂtﬁb ’.liﬂ'.iﬁ:&'#:
1. EPCglobal EFID @ WML AE B ......ccnininiians
I LR TSSOSO,

&~ ﬁhl.
(—) ltflﬂlﬁﬂﬂl
1. tiiﬁlli##iﬂﬂ

LEHEEtil!;niﬁg;ﬁ;mmmmmmmmmmmmm
ER SRS FEE ) LY AL F 2 5 et —

(=) AT HREITEE..
1. & 2 4 R
*tillEﬂEhtﬁﬂ#ﬂﬁ

IR AN ONS ST LM#EH

4. WAL W R kTR

ﬁ=ﬂﬂ“““““““““““““m““““““““m““““““f
R o A U

page 28



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Ml
W2
W3
o4
IR
W6
[
R

[
W 10 :

W1l

W12

W13
W14
W15
W16
1
W18
W 19:
W 20
Tl
[
W 23
W24
W25
W 26

B B &

TERETRCHRAEE AR, SRBEEM e
B R R Y R L 2 X T N o
I ST SN T L5 L o
EPCZIohal BT M .ooooooevoeeeeveecsssessssessssssssssssssssssssssssssssssssassssssessassssssmmasassssssnssasssassans
JAIDE T & F R F L3 L
TATHR BT s s s b s sr s
AT HRARBBEBER B s e e s vens s sens

SamfrRnam..
Tt ARAER. .
Eﬂiﬁﬁiﬁﬂ!

mﬂiﬁﬁﬁtﬁammmmmmmmwmmmmwmmwwmwmmmwm
BRI R T a0k 2 L% 3L 1
THMETHBEEFATE .o
LR f KR g E ]
EHREFEFRNEFABE oo e
P FEAEERAE . ——————————————————. L T
EETATEENAEABE e e
FHETFHEREE AT o st s sessess
FAABFEEEE AR oo s
Ll R L 3k 1
TEATHAM, MEBEBE e saasseerees
TEiosk F &4t ) shiE B ..o cen s s snanes
TR S AREHERERE
TR RHRASEFEBME oo s st T
KIOSK T BB HEERE coooooeeessscsssssssssssses s ssssssmesssssssssssssssssssanes
LR TR L) L EY Rk T s

k=T = T~ N T T e

page 29



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

RFID § ## & b il B

- HE

BHd —FERERT RS RN T ERE B OF § W WEHA
AHE—ERMR-—EFOMRE Z4 —BRE-FHANHBTAMNHL 50—
SR BB AT ERANPEAS A A Bt "TAEFLBHERT
MEME—F "ABLELEIRFELL . FZREL—EFaBHLMHTHRETETR
Aé o PR AFRELARSETM -

AREEPEBHERALGALSHALNELOFRANES "8 Bt b LA
Fis FANEAFEHRB HEAFR2ANSLE LT HEHRPRALALER
B RS ARl ABA K BT AREHRRARSROTE LR
BE REP oA R AR FETL LA AU ETE LR
¥ H(ded@ 1)

Hl1:"ARitBetRIFERN ) SNBHER

— WA #

FRERA LY —F T EHME TR TR AEBWE 2K LR TE
Ak, " TEAE Kosk | R "Eh tiEndhmm, ¥ BT 4 TR THRA
o, A HEFRTR S LT - mPA NS A S SR A REA (R 2) -
AHMAMEBTRELE SSEBHF A TR - REHEFFETREORRRNTR
B Eb(od 3) " B BB Kiosk | #2425 ¥ & FEY s Eob it f B2 Rafmk
B oTEb kit e REEhhi R At T THES - AR - A
BEw - AT GEREESR -

page 30



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

M2 T Bk R kA, ERHAT AR kSRR HE
FEF 32 454 & 4l R

07 31 @itts & 08 M S nEE 09 DEREE SHEE

H3:"TEhERGH  BEHE

page 31



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

=~ xkiEe
(=) E##E (Elecric Motorcycle » EM)

i EHERMMI BRI R R YRR REERE TR HAE
A EdRALRHER ERHEH L MR A R - AREHRTRE
F o RGEHFE 2T ERHLEAMEANEE - Bd 9D S RFE— Ko H el
O BEERRcHERAM  EHEAGFRA A BB EM[T] -

HAETHMRETEN199F LA EA ML b ERER BH &8 T ka8
BRRgs BRFIASHTH KSR M BEEEHLE ST &
M o - 2008 S EHAPCAPALATHAEN 2 —  FEHANERE
LECES SRR 5 &N

AASBEARALHEHREEARMNE THEFRS T ETHESH Hos
B —MEEATHEMEE 2 @ o - AL A4 o 0] Ak WA ek
ik » EANEELLME -

(=) & HEpE ( Radio Freguency Identification » RFID )

RFID # ¢t A —#4M 88 THARAALR 2 HTHSGHE  L—FHA &
REAMABMIEAHGEREFREA T — 0 8H » 4650 8 WS 8o
ik M I TR | & R[O)[10][11] - e il & 2 Hoag e - a5 B PR
B-RHAREAAFHENA - kRt A XERAREN - ke RFID A ¥
WMELBE M E &5 EEd 5 RKEA TS H Wal-Mart # 2003 £ £ K41 5 100
KB B LM 2005 & 1 Aiefdin - 446t HH RFID 4248 - L4 300 XA RH
&, 40 2006 £ 12 H % dide M & 54 56 [12] Wal-Mart 6948 ) & % Sam’ s Club # 2009
S$EREPMHHH LML MAEE 4 EPC #£4 RFID % + & # RFID JF3E 00 A, 7
Bl  RREREGHEN A5AAN ARY  odhili - F Bl - BHTE -
BREA- s - AEFTEETERETaEN L0 % RFID & &[15][16] -

TEHESHRAREEENS 2000 TEF A E RGOSR T AAL T X Ha(y
B -tiEN R AT SSFEREIP A MRS - SR LESERALAY
AEMR - BEESade THBM, 5 - FEE 2000554 AREAKLT S
B (M) MEEEARRE CH L EAMRL —EaEhWESR TR 8
Uik HEE RLEE -G  DHELERATHARGLESATERS,
ity — FR[17] -

page 32



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(=) EPCglobal 43

5T HFRFID h R &M ERL K7 E £ — £ 45— oy it 1 EPCglobal-
EPCglobal iif 3 7 A £ 4t 8 RFID Hféy " &4k frd €, (Air Interface protocol)
HAERARL  ARAAMEAEMEDAFR PR B A F R T R E S
(Identity) - # #H45 (capture) it & I 3 % He(exchanze) ¥ 5 H B R (@l 4 - B35 - &
HERRE R FRANE SHER  ARAC LG OF B[] - L+ - KA B FH
(ALE) - EPC % sUBH(EPCIS) - thak BN b= % » SilideF ¢

EPCglobal EEHEIOER

| s

| e,

B TR

. pre— . mg' [mmome

EENE

# 4 : EPCglobal 22 % #[1]

1. A /& ¥ 4 (Application Level Event, ALE)#&

ALE & — {8 EPCglobal ¥ fr iR R ) £ - BB WET EFrmRA 2 &
BAFJRETARRL Mot HREAA R -0 FRETHEE - 58 -8B -
EEERE - ROER FLALERRANEMERRS HHRBETRBETEE
BEE  -RUEErPmA —#GRARETR - REP R RTUEENER
AEEE mATERRIMRABRACROBERNRFAL FTHAEESHE -

page 33



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

2 EPC H ¥ A#(EPC Information Services, EPCIS) &

EPCIS #B8 AR EF oMA S8 TAA & SR SHoi & 2 Mo X EPC
A MR SEA S ERB - P A S UL s ¥ B EPCIS
REZAT —ERALGHEPC FHEVYRR IRHEA A XML Redta %
HOOFHEY  TURE LR HA T E M F RN - EPCIS 28 98 &
R4 ¥ a0y B 4 EPCglobal #858¢ + o A HUIF 3 148 A, &9 EPC # M st F
i & A
3. $ # £ #EHE - (Object Name Service, ONS) £ &

ONS #3287 — R BWRELE T #8 F4 B 0§ EPCIS W# o1
FAMEMTHEA - ONS o f fed o948 FE 825 DNS (Domain Name System) fi
FEMY - 4B NAPTR i & EPCIS #4883 i § f2 Web Service 5 ifl 2 4 o £
L ME P TS RFID £ 8 &4 EPC &% 4 3] EPCIS A48 48 65 F 5« LR
Fh 80 4ol 48 P 4 25 10 AR 4% #§(Domain Name) #) 8 %] IP {2 § &9 DNS B8 -

4. F B B Discovery Service, D5) £

£ %15 #(Discovery Service, DS) R £ £ M EPC HE FHlmm §
ARFE G916 o #p B WA EE A HhAME T - SN RFID # 2 & Sl
SN GEMAN A4 - SR REERETA c HE HERE
Bk oy —E b R R Tl Ak — e i

W~ WAk
(—)MEF ik

EHHRE LTSRS RBMRRAR A 42 - M RFID #4024

il EAE AR EEY cRTERRLEL TR AW SE T MBI OFE
BER]  RREA D AR RGN E NS BFH - RFID 479 4844 1§ i EPCglobal #4832
foilr - TR iR H BAH - USRTRARAEFAMRAR - T L8 M
HMAE F ik

L. EPCglobal f B S H et ¢ YWt KM E WS ik

EPC(Electronic Product Code) & " &7 # & | = il #§ + i 4 oo RFID #% i ok
HEemEsE AR -Thdt ERSEREERATAHE  ARTEHH
FUAREEER R —EH R ERES R R E TN TN R HLEAR
ML 6B Pl M B KA i .

EPCglobal 4 8 4l d SR as 400 ONS IR 845 EPC & &7 ) URN B 47 & 5
A & W ARFE £ #(EPCIS) & I[P 4 % Web Service ik X #HH % - M
L 43 47 CAS A9 89454 URN 30 + v ONS & #5133 URN 43 # & EPCIS
A bk (B8] 46 - 2004) ; AR Ep  EPC #9254 #kic SR EPC S B 9] 4a Wl o
FOOOUBLE AR R R AT B i SRR M O A0 R WAL B )
WHERAE > TofM DNS ¥ URL Eu ¢ As| AL M) [P E—4 -

page 34



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

2. EPCglobal RFID § & % A 8258 45 B4
A5 5 Fri L &1 o) EPCglobal %5 8 %) ) £ 48 25 28 47 &9 % SR (e 8 SHw F AT -

Stepl : RFID reader if ¢ | — {8 RFID § . 42 i & EPC 48 -

Step2 : RFID reader 3 4. EPC & {814 3] £ . P o+ #(ALE %)

Step3 @ ArF P E I8 EPC s e f URN » 3 3 UBN {83 3 4 4 ONS
BT E .

Stepd © #kh ONS M4T B At B+ MAE T # 8 URN oficdf » o RH 41
St 4 ) 345y EPCIS & o @& § #4072 A H B0 k0 B3 ot URN
34 9] 45 5€ 4 ONS 5105 3 o 4 # - & 093§ o) EPCIS & #fo ok
B Web Service $gihl i 4 £ »

Step3 : ONS % o % #4=) B ONS &7 & & URN A # B & EPCIS & # & URL
£ bt H. Web Service fif il 3 48

Step6 : ONS B #7 %8 #F EPCIS £ # ({0 4l 8 Web Service #iii ¥ # # £ wl &
R E

Step7 : A E P s M5 23§ EPCIS £ #4199 % F 56 69 EPC-IS A & -
i #|H Web Service 47 & & F b a0 »

RFID Tag
L. if BeRF 1D 8

e 0 P e
{2 iR EEPCH
Y
0 45 B 3. AfHEPCaLRN
@ 1 FERNENGE =
C:::;, T B : 5. & talRNiz i
B. ® HEPC-IS IP4rht
s A IBONS
|
|
|
]
I e
" ;
I e
I "
e e 1 i i i i o B
7. i 4 6 i EPC- 1S

W 5 : RFID §:& % o s 2 fF e g

page 35



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(=ysstF Ml & B

1. & #eURE ik

A B} M #% —i4# (Rational Unified Process, RUP) # b & & — 9 # 5
(Unified Modeling Language, UML) {7 & & 4 47 Stsx st % « RUP # ik & —# R
AA mmis & MM 04 485 TR - 54~ &3 -~ T4 - B foip F
Elf - G- BABMT > 20900 —BTEF 00 5 %8 4R R
il ok B R e R o TR RS R A ek RLRL Rl ¢ b G 3 R AT A
SRk Rt iR M L HEET =04 d kR R4 858 (UseCase
Drive) - o4 4 #% & + < (ArchitectureCentric) ~ & f A i (Iterative and Incremental))

by VR ¥
(Eah 4k 5 8
BT A TER T mAS MAB2TE S AAMEEE Litee i
Baias o R h HERSEA T
a &M ER
(a)BetTM/BGEFRATELRER D R EBHMREEH FHRREHE
HEETREE  EH L TEHBETLTHE Py o FE -
GIPLCH# - #M PLCHE i FRAR T TR T L REN S LE- L BE -
AMEEABRE -
()PLCHF ' MR A AR TERSNFTETHREE -
b.shiedt K
TEa st WAL TRAETHMAE: §E TR E - § RFID F 88
MR ENEAAN S F RS omE AERATHRLEASREI A ER
EEOF®E - TR IMAEFRHT
(a) oy P M &% 4567 & o PRaliE - o Gt S aRIR Tk L iR
¥EBmEAR -
L) EEHMEEH AR TR BTEAoOEBHTEES TS MEBEBR LK
BT EAE o ER RN E  ERHOEHERETELLTRHMES
I

page 36



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

e dE ek
RF 1D & & -5 0 o & &t

AETE =

“"@/’ﬁ
UHF Reader UHE Reader
-. IR RS232 -I

ol ol el el el o

;:3‘;‘1 A 1&-%1 @

- E LA
a x5 lffml L
A P & mi SEF

B 6 - Wb S LN E

page 37



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(2) & 7 e 10 S W 58

AaghEELEEREEE - FRAMEE TR TSR EHTFRT R
ThELTH A REFADTEAARETHHE -

b ERMEREHENAHLER - FRAZ IR - H ARTEAITHE
i N R

cELEB/Y cHFHRTALAEHREE Sl BHTRE -

d EhFEd FRSEEhEAE i Emebili e 3 Em N 4iEe |
s G o o T H B

e ETHA T TR c@mes » FHNTLRE -

£E BT MM KIOSK i - SWELHE -

W I il o T

Ll LA —
A

KIOSK # s i

i B & H & 10

W7 e Rl R

page 38




Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

IEHAAR
(D EEIHRSEFERS
a & oMl Ras
()4 M HH AEHF EHRE -
L) AR FE HRAES - WEENEAHEEIRFR - FEFARZX
AT

HE E¥) ¥

\ LRt S /

—— WEEEF

\ fradig i

ﬂﬁ_;l: ER r_.\'
Nl

F
¥

Wi

_ Y
— 4 EiE
i L h o mmox

AE
L8 a5

— %
//QH-F'E“}% 'I .
\Ehﬁﬁ

—/

/f;:;;f\*_____ B i

\_F-Etir // mIF @

ME: SomBdEian

10

page 39



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

b.EETHIFEAR

(a) M BT H-MEBEELS ST /S -
B HASTEHELHRETE - 248 TR Te RFID @ a)-E o - £

SRk R R iR |k 3k A S dofb H) R o

() MWDV BHEERHOHEAR  ERATETL A B SRMF -
(d) k% i E-F i 7 do Rk @y 1F + 3 8RR F K 8RR -

(€) i88 % Wit T ¥ Sdo bk T E BT 7 B BRI W & o

HE 28
=2 VL
THTE s 1
v
B % 1 27
§EE S W 8
L
oA Wik 3 1. "N
25 b3 i
v
WHRRFID |« -

/_I—I T+ gk

2L

S Wik

¥

B e WL
i i

REID #his  MGarFapmE

/—“-'F
By e WREBT |
e

B \ g E
AR T

LHREE |
& &

SRR LEFEASE

11

Eftiom

page 40




Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

c. & WmiFEAA
() FEHFEFHBEBLESH SWGWMENHE -
(b) 4t Emam e $MEE8E -

HE £ LEFRARE
2t REBA &
LSRR 3 e R
L

Iy
L

T
wmt  le—| mmmmt o B3R
<ﬁﬁ.:’ﬂi /

10 gpdp & B AE

SR PR S
(a) 2 M #8474 5P s oh  WMIFART FdEE -
(b) % 4 M 8L Google MAP it 88 - 8 % 3k ob b @ F 30 -

HFE FXA
IR o TE 4
i 3 e E
LJ
B T 135 ] i e
BEFTEL] o /) MAP

10 MR F4RssFEMAE

page 41



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(2) KIOSK 4 B8 &9 F £ 84
a KIOSK §:h Wen E s i
(a) £ M &8 4F Kiosk § sijsh it -
(b) & # 0 8r Kiosk & 8 & 8 -
(c) %4 a B kiR
()24 MRPEE - FRENG BHRRRE -
(e) ONS &% 47 #% @ % {0 &
D40 ARAWS ENEL TN EMFEL TR

1 A4 W E
I :
: M &Kiosk
Kiosk#
s F &

R

Y

[ VS8 %
LY L% 5

A ONSHe 4 42 ik
Hem W MEmnE
TR
HWwEmA

B 12:KIOSE £+ FmEmifREiaEH

13

page 42



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(3) Wit % 54 38 4y W) 40 1 AL
a THMEFHBAMEFAR

(@) M FEFEHRE THaW -

(b) MM EBHRE THQBRSR -

(c) M FEHMAHE - SRMTHEATHAD -

(@) AHEERE TH - A THRE THHMEAW -

()M AT EHMRETHE FRTENETHRE TR THRT
38R R M E AR T

'3 E 3 F ) FHHE

E%ﬁi ) E
prder sk R
SrTeame
sk mA B
EF & drad
M EH FHE®

— | [ s Wy
A HH L\ T d Fad \ Lo
BARELAE |

W13 ERdt AHaddRaaN

14

page 43



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

b E &S TR R AR
(a) Pl FEFTHRE FTHBA -
(b) METHAE FHpNEE -
()M HFFHBBAHE  2HMEFBETHAD -
OENEE 8.4 3-8 £
() Fl A THE - 2ATHEATHRE FHRFHIRHEY - #
B %N R e R
DR RGFE FHRIFEOAS SR T OER -

46 B & A& HHE
B

By T
B e

'Y

BETHME
i
" R
ol rgr g

| =

_ / 7
o B T
KR | daEH #

( BAFHAEA |

W14 gL THEAFRAEE

15

page 44



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

c E#d FHENFFAR
(a) i HEFEERE THRH -
L) A EHRE FHANMER -
()R HEmA Emikt 58600 FREH0ELE HFEFL0TFH

(@) 3G EMEFARETH A THATHEFLHTH - 24 0THER
EE K

EF
\ wair [ wacnar
##

g [ | PEAERMA

W15 ERddTHENHFRARE

16

page 45



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

d By o Raa
(a) M FEAFEEY o Fiy -
(b) 24T Er c EWEE -
()M FEA M 24400 Tk HEFSFH -
(d) 2 EMATHEETH 4 THETHF S8 T8 AH FHES

EE 2o
AL X HHE
.3 :
- oy B e
*§$“ HEE

MERA R

4
b
|z
&
e
*

B 16 FofiwmifREnaN

17

page 46



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

e LEELEHEMAFAE
(@) #F FBFLTELTHED -
b) 2 MEELETEFHENET -
() F FMA M4 R0 SR Tkiniviadt  HEAL BT -
() 2 EMAEFHBERH 4 THECHF CBTH 0 BF HFHHEL

EE 20K

L AE o B8 HiHE
g [

EEEL EETL

R FimE

8

EREEH -

HHEHEE

LR SR

HacE Wi

K’ :

MI17: A EEewHEwsgiad

18

page 47



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

fish A EMAERAR
(a) M FEH L des T EH -
(b) ML L_THEMEE -
()M FwmAfmihet ZAAEAFNEFNEE  FEFS0TH -
() %A ENEFTHEETH 4 THATIF SR TH - 24 OTHIER

X SO
16 & & F 2.9 3
&4 B8 2 0k FH
iRk HEE
AH&EW

¥

g R AR

183 Z s FH EMAEAER

19

page 48



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

skMEe i EmFERAN
(a) G A 238 F oy 0 Tk & d -
(b) #se ML Fo kIR EWEE -
()M HEAGMAS 2450 F ST F 0T HEF S HTH -
(d) 4 ENALEHBETH A AHNTU-LHTH - A4 OTHES

IE T K
i 3 E 2 & HHE
EF B %) i ¥
g A b
ES ] FwmEE

i

it e dl |-
~ BWEE

BB
e >
| S % 4

8
Tt

H19: §hriEmifRiam

20

page 49



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

h b2k EW4 KAl
(a) M A EME 0L 5 Eiw -
b) &MU Ee T s EmEE -
()M HAEiiet 44600 FRTHNHEdaE  FEFSOHTH -
(d) A ERLEHBETH HF AR TEFSHETH 24 0THER
fE 2 K

i ALE = B # HHE

EH
EBE#HELT H
Wk &

&
Tt 4 \'4
WEEH

H20: 25 E0FEAaE

i G WA S RAE (% MBS FRFEESE)
M ST EGRAE (4 BmASERFEFGE)
LEFaRENSEHE (S MBS HRBHREBT)

21

page 50



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

iHEsERE
() Eh ik zinrm
AAAFEMAL N EEESHE SR FHARG SRR ENE £ &4
priidiim - b T dodh - ST - AP RS - PLC B - £-FHWHR
e TESH R
ailik M T hitbim
(A AR SRETHE  REEMFRETA A0 RFID AR S S8 HE -
M) HokR BadhE  HEeN Fusto RFD MRS $890% -
(c)HF s @mEshit - HERM IR L HF R B8 -
(OPLC @A REshst - MEEA FRERSI ARG S EhE -
boitiFEE §ompiizhaiie
(& EEBFREBHE  REL X BTEBTNRBEHE -
Wi FSREHE -  RELERTESREHE -
() EBFioE R g  RERFESET R RIE -
@&FmEmhik - RELLBiTHMEMNE -
cERETHA oMt RPEELBTTELIRGERIoE DR -
AdPLCH- =i B+ LMMENFTREFLERF -
e AR R dEeschiE C BMARR WA akshE -
ERBFHMER: RERHEFL BT £ 5 THHE -

\ |
.
A
!
l

P s l | L] I
ix‘i o3 £ 15
= # ol P||% |2
Y + i Z(|L||& +
i o W |2 B i
s e do| A% |
| | I | I | i
[ F £
:: o 1 L x : g‘ " "
A RIS wllulls
. " w i L ] ® ﬁ " &
# & 1% o - m & i =
' i o o 2 = 8
Cd .i" £ || ®

M2 TEhfEie HavhE

2

page 51



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(2) KIOSK &t B % 4.0 o0 4 44
AL EML Lo EANE S HERFID MR BET - EWELE F4 - S
S AT A S M s AYELH
a RFID $hH B2 4 #E88 © §%4 Reader S @i i & ~ i s i8 - IR R ¥4}
Wi f]  #-#L o W Reader B f7ikdy - BBEFRETA -
b.EWm L TH RURAFERBLOELTH -
c HFMaTH RUESAFEFNEyBTLTH -

ESIrr:

e

hﬂmﬁﬁu-mm}

W22 "Kiosk-T &  shitfim®

23

page 52



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

B)EhiEAGENE e aNHR
AHMEMLSAEEESR OB E - RS FRHEME P Fasie -
FEF oA - EHALE TR - TR THEsFTaME - UTAESHE
R -
a Rk
(QMIFR - RO FMFELTHMEHE MR-
LS EFER  RELSERA THAES -
()R £otm® $ : SuperUser THFet Sk 2 8o
@FFEERRFTE AR FRFEL TSR A -
b P19 W
@MT AHRE  REFRTRLHN - FaNT TH -
b)) MF AL Wdtsd - M F8A0 FHFMT AL EH -
CEIE EF S EF-I.3 T E £ 305k £
@eraE REiaFELFRLLERE -
c $iEF cHM
EFEARHE  REFATFREIFLLHEH -
) FEr cTHeN - REZARATRL N - S EP oFH -
Xy cTFAEN  REZRAAFERERY CTH -
CEER ST SN I EREEVEREEEY ¥ S R
d EE e T
@ EBHMEASRE REZARFTELNN - FUTHREABTH -
b) ERE Tl - REZRFTEENH - FToRETH -
()EBMETREN HEZREA T ENTHRE S TH -
e. | H
(A EEERmad  REIATIENN - S TLERAHTH -
L) EeEMmad JE 8T EHE - T TeERTH -
)M E_ELEN - RE RPN T ENGMEREE FH -
(EeTAED RE AN X ERT M TH -
f % $h b Wbl
(a) Tdeas W sael - M ZHTHEHN - FaL T HEFTH -
(b) Edeeh WH o0 - M Z0EH FEWL M5 TH -
OIATELAHEN REGKTEL EMTE LT -
ELTHEEN REFRFELSENTE T 26 -
@ELEMBEEN REZATFTELENTEHE L -
(D b S 8mT - HEFRIFOS LRSS H -
(2) WP 3 40 B 7 45 20 T R 0090 B 20 0 48 & 4 230 2 b AP e T
(W) MFToeildo : 45800 EMATL g $ifdofEd o B SHSRPE
XA

4

page 53



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

gdAEERAE P P a

EQEFaRE& - REcFELEN-HGAMPEI S EaRE

) EEme b T REFHRTELEN -HALAGEHHAE T
¥ e R

(c) A i S M st E - REFATREEN - BHAEAFPH LRk
£8 %A stk -

(#EFH sRApA A At RE R GRTESEN - SHFALFHGE
R LT TS JF A

B &FifEamit REZaHISNAHEL(ERARTEAREE
A P fa) K -

25

page 54



o & |

SEcIE Ty

— bl e

W e

I st =Y T
(e EEEEN - —uxvewees)
e wammas |

L smowe

— =ZHwaws |

— @ o ®2EmE |

- mEsewEw |

L wNsEssoE |

(w===E) |
T easeRsws |

- Rwede=aT |

— B r e gl i

— L wmzeTEw

Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

— wasEsT
o e A e X
LER T E 3
L waswEew |
— a0 O e e e
— W E s =T e

L wsesvesnw
— s s

— e W & 9 = B X
e o o= 2w

— sSE=Taw |
m LB
- Te=sEw-Ng
- EEsRE  H 4
FoErmd = Sw
L e sw
rEFERdEE e
— M E el

L e e T

— Ewden |

i B e B W

26

TEAEMAARMBE, 240 TNRE
page 55

M 23:




Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

E AR ¥
(—) AATRERETEE
. BT M zALHSFEMRE A4 2 B80GEE(GT @)
(1) Bt Tl 8 :
a. Internet Information Service 7.0 32 4 8825 Fi # i & o #4718 4579 4 Web Service
# ¥ &L Web Service &) & W # B ik &8 ¥ # DatabaseConnectStnng
b.SQL Server 2008 : -3 4 2 W H % DBmdf - THH T TRMFEF A &

8 M) W AR AR -
QB ETHRIK - RPENFBTETETH - HEHEN - B EH -PLCHF

¥ 5 TR 48 MR 4T -

=
ok R E
Internet Information NS SQL Server 2008
Service T.0
DatabaseConnect 1on F g D
String DB, mel
T % o

% WebService

Service.asmx g
<artifsct>
Lard 1D

L
<< [ KTEENET>> CRB232 >
e ] P
UHF-RFID:H B 5 TR T 4R R B
I RFIDM R & . |
[ < -2
. +——<<RS232>> SDK 4t =
CANBUS i 9, Service, wsdl
vCartifact > SDE T4
Tag 1i1st
PLCIE # &
- ] ; SDE &
PLCiE 4 B s—<<RS232>> 4

H2M: §tizieuEFEHE

7

page 56



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

2 KIOSEEE A8 2 A4S EE Mo+ TeKIOSKEMmT s £ MM E
ThothbGRhMEE=HT 24 THRHLT
(1) &% KIOSK $38)F #4¢: E2M FHToo it Kiosk it - 2B i
RFID sk Stk T d R4 - A A% ONS S F 40§ Wty
EPC-IS Server + ¢ EPC-IS &k 41
(2) #£F Ak B (Desktop UHF RFID Reader) : 2 T E T & 2%« RW S
&4 Tag List ¥ ¢ A Ml T4 -
(N EELFFWE 464 2L "RFID § i ToARHNE, o EFHER
%5+ ASPNETAisER » &5 2 BT HEM
a. Internet Information Service 7.0 4% 4 4 24 AR # A & 4940 47 B4 % Web Service
gL & o4 Web Service & W # ik & 7 ¢ DatabaseConnectString -
b.SQL Server 2008 : /4 4 % # 69 #H 4 AutoBicyclemdf - T # T FH 2
i M e T Fr R AR -

page 57



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

TR ZAALIRWAR CRLEEI0SR N T

Iniermer [nfeemntion

; F (Mrjeet Noming Server
Beeviee 7.0 W5 5L Server 2008 — LICEES % N L LT
— BT
IratabaseloanectionString CP/ 1P
L—‘ l#ﬂl D | T i —
H Vurokicye e, ndf < TOP P < d toli ey leService, WS, =T NS4

AutoBicyele
Bebberdios

é TR THE

Autoicycle_Beb. smn

EEER
ANEMAA

B ity

LRSI

Ui -F I R

cartifacts
Tag list

@ 23 : KIOSK &€& 8 R &

page 58




Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

3 B TRAAMEEZELASTEROET M2 BB -

(1) Internet Information Service 7.0 5 {£ S 2L AR F A7 B S0 8047 I HEM -5 Web Service
i E B4 Web Service &) frdy W B i 43 7 # DatabaseConnectString « 8 3
R SEAEA RS FESL M Emda T

(2) SQL Server 2008 : 734 4 & #4497 #+ & AutoBicycleDB.mdf + 738 4§ T 4%
BREE PR & stde M AHER AR

ok MR A B A it
Internst Informetion
Service 7.0

M5 S0L Server 2008

DatabaseConnectionString
= arp L
i AutoBicyeleDE mdf
AutoBicyele

WebBervice

A
1

AutoBicycle Web. asmx

L ]
He B

ilimmEinn

B 26 EhfiEimmiEissE e

30

page 59



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(=) FHsY - TRMME (& oAk EiHe)
(=) FRTHRBRHLER
1. §h 56t
() ke dem i (4 BRSERAREFRT)
(Q)dmisd (& BAELHFRHEEHT)
() METE WA Itk
At EE CHEeFRENSLAENE
(a) SEE b 3 » gAt 3 frdo 8 47 48 SRR 4F -
@xﬁﬂ@m.mﬁiﬂﬁiﬁﬂﬁ#ﬁﬂ

| ..:ﬁlﬂﬁ\hgg -‘-'.Jir‘u_r

Bt Sinis —
45 B hh B

-ﬂﬂﬂﬁﬂgﬁg | smme

Please select the language
fnr :ﬂfn.lrneed ! ;

boiL-F kR ED : E#%ﬁ%ﬂﬂwﬁ SHATYENREST AR ENESEE
£ Hig T P EE -
(a) 5K 3% : PATHMIF R b « MM  MBAFRHA TR FWR A
B BB ESLEREAR -
(b) Bt @ BUHSREF L ohis  BBEE AR ED -

il

page 60



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

c HENAED C REFEMADE
(a) & A 5 & W HHm 4 -
(b) & &by ded -

(c) B

(d) 2 :
TEEAMEE®D -

HECEA FE AT B SRANEER  XFEEA
E

() & Ix]
() =

CHEESTH R EMEA -

R EFRTH - B EHEGA

RUERT ERe AR - SR EMEA

Fr | s =g
RO
MUEAREENAET S

=S CITTIF WD

32

page 61



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

d Tk EiEiahi SR
(@) @b T4 HEMEXAABSRTF- T BHTHRARF  ART5TE
2 EE - THRBERAT -
i g [§e k] i

ACIROPIEDIERARE  imsroen
EE/N! ! g~

e G 'r T F .

AEZEREEEAES S

33

page 62



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

1. ﬁ.hwﬂﬁﬁ#&tﬁh + R [SE)] BATF—HER

:- 1 ;L«ﬂru;f-h{"]ﬁﬁ

= by

S
B 4 EESENE! ! e

o el

ACIROFSEDSERAER! ! imser

A/ ! gl

M

page 63



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

AR

Bithaz@g! ! A8 2R

33

page 64



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

HHORIPIEDERIR! ! s
B! gl

vili SiF B EMEE HEFRESBENEE [8]) - SAF—HE#

36

page 65



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

. BRI P ER A B R e e 1!

Coca S5

RIPSEDIGRAE! ! wm
B! Sanm-

7

page 66



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(b) Shom &30 - RO MEE0EH B EWEALT -
1R [#uem) & s mEman

buta 5212 BERN
RUCTFERREE : o5  DMUER

T

-:.h“ -

38

page 67



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

B e RO SNARTHRS BRI THRSAT c FNEA LT
i EbiE [apad & daeh] Hdn o 2 BRAT F Mk HE A

. -
y TARTRE R F
B SEE PR SE e S

page 68



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

2. §#& MR KIOSK 4 s#ikiFiLH
(1) Ewidsh TH  HELREBBER - 74 4H%:18 ONS & EPCIS s FHT
ﬂ-e

S usw
0012345 67000001 NG00002 1 B MY EREE R

| & 077888655

AE— B HFAR Aol

i &t - 2 o]

MR & AE-—ZELTHE -
T — e ) i A% A 4 Sl -
WM : 2 X T

i i T = ———

o

L |2 [F] sem

FEREE R REAREREE E200201 95200006 123502 1FB MR TR
A S E200201952000061 23502 1FE Bl RTeat ¢ Femgd

JEREOYRY G R

iR E2002019520C0061 235021FB T ¥

40

page 69



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

3. Ea A S ONS B4 5P 5 ik 1P
(1) #aEFx

a. L H EPC &3 - & 5] &4 -

b. 5538 [ 474 EPC %] Bp+] -
(2) EPCEaikER

a M Eikhedk e

b AR A

c. ¥ URL sgit »

d x5:E [#7s k] #peT -

e X5:8 [#47 ONS BR#] Bp+T -

ﬁ RFIDEREEIER e A A

ONSE R ETE

4 HE R
EJ-.H.'PCII
: 1] LEER PCT e

A EEAN = =% Eunm e

ETHEFCHE
EPCTR AR A
EA W ¢ =8 EPCE: I8 ¢ 6013147
Rt BRSNS sl

BT

S Order Pref Flag BEEmy R4}
. fl463 0 0 b EPCbml  hitp:/163.15.208 223:61 26 Batierytafo Banerylafs_Query aspx
| BE 2463 0 D _HF“}:; ﬁ:m;u 163.15.205. 2206028 ; " e 5

MEf 5

41

page 70



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

4 TR AAGHEE LSRN
(D) 3#F%F (% BesfRAEFsgs)
(2) M Fa
£ P Wtk
() B WH HpaaA -
LEEFTELE-FITEE-MT ki - KA -REBA-GTHS
(c)®i& [=:€] BpeT -

FL ; [FIRTMEA 5 ITe LR B

LY
by s
< Y P oM SR
i = g . i
L i}ﬂﬁiﬁ%c&ﬂﬁﬂ"ﬁr’w
a - bR Y, P
- ME5E emm *L'.'u* e P zma ]
. MEEn [mmone N i
." 0 P o
:’,I' N o LTV T T R R ¢ g #B . ‘_ v g
r 'f BEA ¢ Ry pr \“‘-_.1. z SRR H
'/‘ . mEA R =3 L a
- BEL  [maR R e L I E
§ L T EXioam %
2 =P =TS ey
a | Comry [ma
42

page 71



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

seMF AT RS RAFN:
(a) [B3F WH s - BENH -
G)RER KR -HE - FoEFH MW F0TE - TH - @b -
() BFaEmamy: &7 [EFEam] -

(d) s6:& [=:x] ooy -

PO L [T R 0 T
] o
-2 Y P+ A — W a e s
e o,
e L) = - ]
' PN A Y 8
a - Wil WA waaTAeen =)
- WA e [a]
- QA= mE 7 -
tﬂ'. L LY &R
L% i, .
r = Pl PR T I ERMEIES M
' I @ IH
L ™ - LT
a |F = | i anmes
- i L. BER EFERES Bl .
O mE M RIS TR
- Ek e W B B D000 O
& hlwm  mw s

L
< )Y F'i"ﬁ"'ﬁ'iﬁﬁiﬁl
. [
N \-H"' CEPTLE mn-_-‘
& MN¥EE: AFERHT
*- B T
- WA 1 EE E J MR el
o Ve w:omean —
-~ 1{ - # oEC KETREE e o :
[ Coughe "
L I w1280, o T —
Py RERAM RS AREY %miﬂigﬁ;mmwnqmm
KENTFA B0 - kenttafieantta rom tw
SENTFR APAHCED BICHRCROG IR St AN . 0BO-055-000

43

page 72



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

L YA
(@) BIFLE L EF RN B -
b)) M R fReL o

B PITWECER - R

v
ey B ¥ i
- |
] . . b :
L I ﬁrfﬂt-g*ﬂ},ﬁﬁ‘,ﬂl%f},ﬁ
- T p—— o
o A 1 wii E e e _n;r
- R 1 ] 2041050 -8 113331 3 1
F " e 1 ¥ g il Banariiya ko agal e =
TE =] [ [T FONNAE T a0 nlm =]
\‘f L )__‘ fI T ¥ W FINIH T 8 e =
r -
g’
L ) | | s |
AREAMYNEYELR i HTig Hllnrﬂ.l:ug'lmdhdlmhwcw.ﬂlrﬂmrﬂwd
KENTFA MR keriuPheincomtn
e ——p—— AT 00055000
44

page 73



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

(3) B« FA

a ) A AR
(a) BIF R H MBS -
CRAEEHEH - dhal - A RA-BWBA - TH - TF 84 - %%
(c) %68 [=:E] wpe -

TEN ¢ WOk AR, S R

[ ] .
il _-'-‘-“ o .
L Vq{ngsﬂﬁn{%?ﬁ'ss
b .
[
- LA —
‘.: herd ‘“" EN=w
o B! (RTTRLLTTE —K = ke - -
h{4 e Borgis L N
r;’ i st b ?ﬁ T e g
- R i % % -.1, h,.-l“" .i-'l-+
a 3 5 =
b BEAT AT Ao Com " ,...-'I- -ul:-: ‘_:; i:,"__,'_: L
. [l ; ol s o A R e vy -
i |

b i o W H R AR S
(@) X FHGQMMA -
)R EED < 5% bt - 5 FA - WBA -~ Bis - BTHH
(c) s [=] pe -

M CEECR O B RO

S 4 A 5 B A
L VRS RT TAR R Y
T pandmd wamsesen 2

T T m‘ Y =sinen Lmm | s |
T e T L |; h.ll'. B
i ‘_
s ) ] Fon
*
077634283
[ T srep—— ( u
WY B3 Googe. K gy - EEIMEET
| ma

45

page 74



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

c. BEY o W RSN
(a) BB EWeHHWER -
(b) A BFL HEBET »

HET © ETE G B N

,r\;’;}! BEdoFmEW

'x‘ N pamawdn: & TTITPTE ml{j

a T oanen S mm . mbi im o
Bl AETARE % :
d —— 28
s ‘ WEA - LAR ﬁ
‘-' f w EEA -
. w7
M = 4 € % 07T8543R 1
s Tty e
. ’ CHEA S DG o | % uh@
' *‘_*! . dngm Gn[‘* T T Soegle. Kasgewy -

o ' 2011 Kentfa Advanced T Rl rights raserved
ERESREREEREN thunz;;nmlmm g
KENTFA 1N - kentia@ikentia comtw
ENTRA ARV TERMACLNY (08P S RERERE  0809-055-099

46

page 75



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

4 E8e T
a ML B SNRIFIE:
(a) BFFH pMBA -
) AT TEHE PR EHRERE - EHGE - ALY - REh - HE
+¥-
) ERTEET LY FFERMEL -
(d) s5i% [=:] opeT -

o WY 9 I 33

L% ol Y Wt et 4 W Y

ot FrmaAss = sakoewig-|

- Thatyl
Vel Y eonsae )
Yo N
,s-'./ -i/ E S kY
[ ]
| 1 ® m b ky
Fr w & f
% o) i &K
4
'.' L i = g @
THRTEN ! mu|-1nf
’ Wz (EA =

= W .-" —_
c 2001 Kenela Atvanted Tesch Corp. &l rights reserved
RRRdEERE WAL o gt e g L nologry Corp, #l vig
KENTFA AN © et erafn.com w
KERITIA MA T TH AT (e T ML OB00-05 5-(5
47

page 76



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

b EHE TH MR EL®:
(@) TH5:E [aedi] -
L)L LRS- FHME -
() %:E [ £ 4] -
() A mn®E (=] BT -

» GOER LT R L
) P
o A HE A R A SR
Yo | --_‘
'\.\
\
N =R kW 000 s Fadsne) BIEm L wiet  FLLA0E
N ONT o m
EH :'l'-l ;: E:.F"' T:; it K 1140810 uieed  ELA/085
[ ' ‘ WE ﬁ :g 2?:" E Lo Al A109:10 rd 2017071005
'*«i" - W us 1 :: J.: ;:' ™ amasane uswd LU
Y ”
” 'f ] L ) :: :: e PR et L2000
-2 B o o am SO0 e mzeM @ i LT
& um ﬁ :; Gm T Hiasate userd LI
& gy TR OSOF Gy eaeu upd ML
L - - s .
RRAMBEERSAREE Copynght 2011 Kantla Advanced Technalogy Com. Il nghts resarved
BLT: REERRE=E =M™
KENTFA B © kentfaBlertta, com b

48

page 77



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

c. BE S F E a5 M
(a) EH B Emey FwHA -
(L) & BEABMET -

P R A ¢ TR O R

LY
4 F
Nt b
N © - A | "
VN QoA st Pt A ¥ st
‘ * R R R e =] UL P LT TN
od T LS ER  SKY-TR
"’ 3 THALNLT G2
FR - |
‘J“ "q_ "
L w0
Pl
\ e T R
[ 4
- ek h : ma
F REINeR
o>
¥ Bak
by
TREA®E=R: |
- ..l'.‘-l
l“lEﬂllll-!l:Il-ﬂl Eﬂé{ﬂfﬁ%}mmeﬂuhm
NIF W bervla@bentlacom T
KERPA ADAHOED TECHWROBY 00 s e ;ﬂ'ﬁl'm
49

page 78



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

(3) &k T
a T Ml FH MRS

(a) B HHpAMA -
AL EM-enk - A HA T TTHA - L3k -
(c)s6:& [=ix] wpeT -

FILEL @ Wi, - T 0 0

--’\..r'."f' A st A 7 A
I Vel ¥ Wradict < ¥ eyt
= wmam -
- o E W hmﬁlrm —B
- |

TR T T T | |!| ‘- Lem] sxws

r - — 1 BNA - ;I
[} |
‘- L o 1] [ e F -_‘
: L]

EFER L on S Ehon com b

| "-II'\‘ e W SR Gespe bavpaa - EERELT
E ORERTAS |

X

o
- %

| e L

b. Tt 50 A R AF R
(a) I HHpAMA -
WES£ RES AR S SRS 1 toRR 7. 3 &
(c) s6:® [#h:£] #peT -

TUEL : MEASEOA, ¢ N R
-
--'L,,-‘.‘“" U seu A 4A M 3
S SIol ok 3 Yol < M Vs
T EwEmEwA R |
= - R T
ol Ve wrwm
A i
- § FWER: |0
| E TEM
* - R & @

50

page 79



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

c. B kIETA BB SE
@#Erskdsl [RMLRETL] A 8-
(b) %53 (=] op -

2 4N I AT e 3
p&%ﬁ?ﬁwﬂﬁﬂwﬁ

[
L4 i R T
s 3 =i Mz Fep oesian LA 3E
- ‘ & 1 ] [LEE fuineres e ansass Llee R ]
.\' e el (L] [ =% & ) SOEFATLY bOF Riedisa L L
'I' ‘ “‘-\_ S & e W=nE ATIEFATLE EoF Rdias LEn o
o g ==
r
-
fit 2011 Eeritla Ackeaidnd Tighinlogy Conp Al Aghts nisidwed
REEAHERGETES C#Eiﬂ““n_;_-lm
KENTFA L T e
S ——— f— SR - OB0S-055-099
d §b 3 o & s fE A8

(a) BH B EWMeHEHAA -
(b) # i 4% o0 0 W B & AT -

- B RO - SRR R
] : T
o Y b A8 ) 9 R E )
‘ “I‘_\-" WEFERND - e =] HAFELMANIR' BF
- TEamAME®RT HE
L
- WePARdd - KAWARE e Ew !Egrl p =i
L] = ‘ ' LA N % L DT ] -
L. &
L | —
I J - 1
; -
- W © OTZIASETH ,,n.ﬂ.
L S
- s Coglhe -'n-llrnunm H—'&(
- LES 2 o
LR LT ) T g R Copyrigha 2011 Kenifa Advanced Technology Corp. Al rights reserved
KENTFA WBER - kentaGhentia come
EEMTIS ADASCED TECHSCLINN COR EETREERE  0BIS-055-00%
5] |

page 80



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

(6) % s T
a % s W AR
(a) BIFFHT oA -
WE S 28T TIFL R S 5F TR v E TR A
() %% [=h:£] wpe «

B« SR - kR A

\
¢ WV TR ERed
\| \‘1‘ ety mmm:l
>
Y TETTITE
S PR @
7 Veernnes:

i"-\_’f&- (2% ]

(l

011 Kentis Advanced T Corp. )l rights reserad
RRAAKARHARED i b
KENTFA SR : kentia@hentiacom

52

page 81



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

b L drh WA MRS ERR W LR EAMREPT -

PR ¢ SERRES TN, ¢ SERGS A

o WY &5 2 44005 51 bt 2 30
Y Dol ¥ Yt Pat A ¥ Oy
)

=
MEFELRELN .  =hwne

- o
B 5 - i i
e H I.n;g,mr
‘ I ‘ ":’ WRA 1+
P W TEOMMLK Aecan tl 5 N
Y \.h_f e i = wrg
‘ '/ ' WihEdmEl b T ! g e (11
= LETEL
. CaLMNEE : ke T LR AR e ¥
= " LT )
L el RS 82003 Gengle, Kagwoy - IETHERT
5
- cwﬂghtmllmmuTmcmwlrwum
SENEREE N RLE - gEERRE=ESELITR
KENTFA R ; kefa@kerna.com
RENTA AIRAMEED FISHREL 57 CORIP RN AR | 0-055-099

CARTETAENREIR (- BASHERAEEERT)

53

page 82



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

d T H s mRirm:
() B A LM - WA -
(b)) EaFH 2 T [EFewa ] & [SFL2a8] -
(c)®6i& [=:] ppeT -

N T = e - T R
) " r
A\ [ T hiEEN
\""" | b Loty
% \. [HRgisseh: mmmu]  HEELOELC sweesnzsen [
* | : j " ;
& |.Mmﬂui.:| 201010 Began s DAL iﬂjﬁ.ﬁﬂﬂ
[ 4 SR REE
1 GOBD-AR - b HALER L 020000 P
P ‘ 3 MOW-17% a 17D o D300 x
‘. 1 GOD0-GTR 5 HLw4 T 043000 0
“j . L HOW-L0D 8 ML TR R0 Ey
P | T 0r-H ] 2001/ Dew oo (0 .1
. '/ 1 G003 L7138 1AL T 0T 2
Y ’ 1 BOD0-AR LB 30171301 Fi Ceitd =
1 G000 2% s HANAIZ i 123843 o
F ! GOO0-AR 032550 12102 L Ak ]
7 SOnR M35 H1AIN2 B Cazha? 5
U
- ’ An@ElEehar BESLG00EE Asmcil A
AHHEES RS A Copryright 2011 Kentls Adverced Technalogy Conp. Al ights resened
AR # " LT - ERFERAE=SSm13TH
KENTFA BB EH : kentfaBherdfa com b
KTWTFA AFAAHCET TECHNOLOGT COAR ENRERRE - G09-055-059

page 83



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

(MMmEERRTH (& MRS FRAFEEHT)
a ¥ MERIFIN:
(a) BIF L sk £48 -
(L) EFak: T [EF¥Eam] -
(c) ®5:® [=h:&] vpeT -

‘ P MR C ERH R
y |
2 3y CELE TS
_— ; '\—\_‘ i'i - A
L elh Y Tl 4 Y
a - hEE LA B emmas] EEAM: B01204012 T3
: ad E__];M
v b
L")
L=
L '/
[
»
Copyright 2011 Kentia Advanced Tachrology Carp. A1 fights rsenved
;{'E“;l"_if;:“ﬁ " =£-ilumn:_::s:ml ok Ao
. !m com .t
KEWIRAL AFAMOED TECHIWL 00 e N ARE 0809055099
TS0
= AL C RS ENIETRT TR BAF CHTEfAS meroers
[ I mww | : - : '
AR 2012 & 04 A 124 ¥ ik
i in! L1} et 1L L #Re ]
ABC-113 L] 10:80: 36
l ABC-123 il 10:54:14
F] ABC-123 22 10:55:25
4 ABRC.123 18 13:07:24
5 ABC-123 3] 11:34: 4
[ AR 123 1 111546
7 ABR4-123 -18 12:12:28
] AB4-121 ] 12:18:42
] NH-2682 12 01:03:33
10 WH-4%E2 ] 02:11:23
1 MNH-40E2 1 Q21803
/] ABA-123 i) Q2:34: 16
13 AR |23 15 (18:35:05
14 AR 23 31 04:0:37
£amae®n: 217 #

35

page 84



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

b A Lk R RA S MARG SR
(2) BIEF LIS LM - F45 - H &P »
(b) x6:® [=:€] ope -

C

- BN ORI - F I SR
1 -
Y 4 2 ER KA
N R = =
VN DAY st Y
a ® [auscunse: sosmus] suts: ov 5 ssss: G G |
. N0
N ?
\ {1
| ‘“—u;’
Fa
"
e
o oGt TGV EOMR AR HAE - 0B05-055-0%3
| EE—W
ERRIC F NS TS ETTEY R ar o, s
(el ===
A giss 2012 F 4 AR RAsMIA
EEAE WHAE L L ETL LI UL
1 R ] 7 [TEED ™
| 3 | aEc-1mm | 742 | % KH-43a2 | L
sAzmgman: 1370 &
56

page 85



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

c HRHH TR B R RARE IR
() BIF LIS EH8 - F 17 - HErPP7T »
() A BFL RRS -

(c)w::® [=x] oo -

PURE & PRBATEIUET R ¢ 0 T ) 2 e W T Ry

™

)
”i—"’ y T A SR
VS DU Y YDt A Y Y

a LR S i =) LB S amndr: o [

L HESAES: (o[- [mE
s U
. '

uﬂ
KA 2012 £ 4 AEenkERAKT A
TETaM bR RE 0 AB-123
[XETT sk T ] [EE T L]
1 WTLE FHIEN 13 ]
] MILLE FAIEN:A 149 T
3 TIZ 48 T FhE-50:43 150 1
1 TIL A2 F F05:02-01 151 F
3 W AZ FrmHe EH ]
B WIZAZ T 00 153 ]
T T4/ E&F10:32-01 ] (7]
[l WY 01004038 155 "
[] MEds] ES1h-45:02 156 ]
L] LT ERE R R o LEE 137 4
1] WA 10500 158 -
1z I A’3 EF10:33:07 ] ]
13 M4 ES49:09 160 23
7] 1243 E11:31:53 161 1
15 M2 ESF10:55:44 182 -4
% Wi 4/ ESFI1:08:49 [E] ]
i 1243 T 00009 164 i ]
18 M4 FE:14:05 5 12
1% T 4/3 F FOE:22:21 186 ]
2] W24 T 187 b
| ] 197479 & aelrr-o0-08 7-7; R . B
57

page 86



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

d R ok 3 AR A
{a) MIFE4T - A7+
(b) A BFE RIS -
()l [=h&] BpT -

P i R AR R

o T T St K
i\ Pl Y Pl Y e
- R T | EEAE: 4 =
L
o tmutw: aecin el  [me

P % e
| b
(.
] e
i’ &
[
L
Ermgkam ABC-123 2012 s 4 A %iainif
EAGRBEEENS  AB-12
TRl T E1IYT) [ EE T L
] Mz 49 EFI0:ds:0T B -0
] EITEY Sd7:74 i T}
1 mie ] 1 T
L] T : [ 12
13 FITES [ ]
1] [ [ b
13 T i ]
15 FITFIET] 73 =77
T FITFET 73 -18
£ FIREE EE] ]
£l HIH [} 16
54 FITF: 2] a1
FE] PIFS PIE] FH
Tt 01 K ]
[ Wiz FE] F3
5 I A HE =
) LRI, ki
i ﬁ s o '-3
T2 FUTFE ] g
T pUTRIE N ] 10
T4 Mizdr ] 1]
i WS EE d
] LTI Tah
L 201 £ 1] pr
BL T4 15 E¥10:10:46 228
[ 124715 EF11:d6:48 70 ]
k] B O - L T m
AB4-123 m4h W amat - 239, 00

58

page 87



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Nt

ARGt e TERRE TR TRA SRS WE AR TR R AH Tl
BEGh B SMNEARBENTL BE AN RFDAEAMATL S L
MR ERRAALERAEL - A5 A0 m EHF R AREE LS IEA
FHRTEROH Rk ATRAREFRS G + £ 58450 T EPColobal % 84 Hifma
82448 ONS B8 § b EPC 57 & 7 &9 URN 847 & §4 o9 F SR #F £ 3 (EPCIS)
4 IP fn & Web Service fiill X 485 « 2 54 WrRER ¥ 7 THEEE M RHE URN §
SR+ %5 ONS £ #3401 5% URN 42 % 69 EPCIS & # 5k 0 385 S Eob A8 oo BB 0« 1
gt T e B Kiosk | STotdt R E & B3 oo a8 3 oh a0 o B 18 SYAT A AR B - i
TR R RARBWE ) AARKT BT BAREFAHE 02 THTH
B L AR -ABREN -RAMGTREHE -

TEEM: ot  ARRTARERFA AR YEEEARR Rz — AW R
RFCAFAEASTHTREIZAZIES  RERTRIREL - AR SFHHANNL T
g Fh G HREET e BRI IRTE-AHL 20 ENTHEH T E3 § RFID
BHAL - RE 5T -BAM-S4AF - 2TIBYAGRE Gl TERA
LEE TS ARRABHNEFARFID AMA TR -

£~

[11G51, 2009. EPCglobal Standards Overview, http://'www.epcglobaline. org/standards.

[2]Martin Roche MD. Cindy Waters RN, Eileen Walsh BN, “Visibility Systems in Delivery of
Orthepedic Care Enable Unprecedented Savings and Efficiencies.” U.S. Orthopedic Product
News, May/June 2007

[3]Bemard, P.A. 1985. "Cyecle Counting: The Missing Link " Production and Inven-tory
Management. Fourth Carter. Vol. 26. Iss, 4. pp. 2742 +

[4]Bonney, M., 1994 "Trends in Inventory Management, " International Journal of Pro-duction
Economics, Jun , pp. 107-114 -

[3]Boss, Richard W, 2003. "EFID Technology for Libraries, "Library Technology Re-ports
Nov/Dec. pp.6-64 -

[6]Etnst, B, Guerrerc, ]. and Roshwalb, A, 1992, "Maintaining Inventory SystemAccuracy,
"International Journal of Porchasing and Management, Summer, pp. 33-37 »

[7IF ki - RE A9 ERHME A FRAF i FEEIRLB T HRPE - AT AFEE
HEERFHESIALHS ELABEALLEFRS -

Bl #FREREFAENEN Bt ALEE—B RBALTEFXNA

PIfE ¥ + BFID & 8A 1 — S HMpE 540 - LETRAGH M d - 2004

[10] 8 42 BPRFID 4 #kdi & + RFID H fift MM - S48 h iRk 4747 AR ok 3] - 2004 -

[11] #6F) 48 + RFID EPC & & & 3 #5388 2 4 947 W &0L iR 5% R4 9] - 2006 «

[12] %54 - 2009 - RFID FALMH 4 > st K8 WAL h mad -

[13] 4 &8 i % & L3844  hitplwww.consumers. org tw/ +

9

page 88



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

[14] &% 0 4 » 2009 - = K 5 8 & FEF4L A 150 4% » 201023 -
hitp://blog udn com/t§830209/3748370 -

[15] 43 % - 2006 - M 4§t RFID i 5 ¥ o9 MM - 2006 T S dmseind smsid - &
4t . -

[16] # L3¢ + 2003 « pA R HIAMBH G EABAT AR MY B A BFAF
RO R AR A

[17] MoneyD]I 8148 4ot B » iy 49
hitp:/wrorw moneyd). com/EMD I Wik WikiViewer aspxTkeyvid=c4 14884c-d0b2-4fal-bb73-6
b7e8c23154e

[18] #%4Ets + 2010 - EHEFGARE LT L R THHAAL - EEFAA LIRS
FMEL AR AHA L -

page 89



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Best Research Award

xEEFE RS

Project titleTH H 441 FEAE A AR RE LG 3G RE[0]H 247
StudentsZ2 4= il ~ FPEEE - PREHFE

Institution Prefes: MFERHREE ERSELER 2

Supervisorsf5&: JiilEREZEY

= W

fikidpant c MEEF-—EEEEARAE F 0GR 5% o A ZigBeesisE
A S AR 04T 0 AR — 8 S SRR R SEEE o 5 45 9 X5(End Devices) b 4
Zthiwik B M B(ADXLIME) WA BRTCEACH XS AT LT - i HA
CC25304 K uif= = de®4f §# + #1159 & (Coordinator)ié -+ & SUART #
P&l A EREAGER L b R R RS A B R koW
Bk o AU REMBIHA S5~ 2 - FAUABRS  HRE R EHRAS
FHIEBEASE @t e PR TR RS T L AHAA 2T
oA dSR A REESPOERHARFIDER » wb R - RS PEE 0 Th
S BT HEALREN i BEABMHRE £ THA £ &4 RFIDiR
i) 2 RSSIH B E A GEREH » peiTHEE AR » i FEY
EALREERSMEEEMA Ry A o

— - HIREB &

MEALAABFATE - RIFRAFFICHNHEREROTR AHELR
PFOEF - BEEAL -RER MACINRE - HALFBASERTE N
TH BB FREBAEENE ATy XA S AR Ao ALEETRE
& i BAR A » A TERE AR MIE  ATLCR IR E B R BB oY AT A
BME AFLASARNEE -0 B - RAFNMHE 0 £4EHA RFID £
w{fx RSSl: FEA S RGEALBETES  EATHE T5 R - 548
EpAE R AR E EREAE — 0 RARMBEE A R RR S Mk
BEFE T AHAAGTR RERA T BPFhe H5b EANES 48
# W AL GPS s dhah s » BT 5k B — oF Aok R B HE 0k -

15% INE

Dk e
1R RR ) B
TRTEEE
I EENERR SRR
g —
HHEN - PrEe AR At
H2-1- 25 Ao R(EpnEA) E2-2-2010£ A B4 ra W

page 90



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

ik 02 R R 42 SO0 AR )
B (Bm el on

TR )
MIADNL 45 LigBeodi 4t #04 g M A
i ik T 4 P
| ¥ - 4 M DART
X
st S ef -imfnﬁm
@l B AR o lran
] HETH A

]

L]

= iy ] B
WL (AL ERLE

B .

T R i = |
= by o T ol
-"'#H'Iék'iﬁ -_.:"' GPSGE 4o |-F—!E'!'§.Ef]["
T

Zigﬁnnr.h:l&-ﬂ‘- 1
[N
A E

mn

2 A Tl A
& T A

W2-3-hHAKA aliaR

A E&KEAEH E#E MY RS ZigBeefo £ # A RFID » | 3 ity MM 4 448
Riit o 24 % 5 M7t ZigBeefox By A RFID&Y A » 44w : TTHHETC- & A
WEmER - HEARO B - FEG BN @ RA - K &M H

HRAPBALMANFRES LK F 80 EMA 2 Hil -

=~ URREH
< IAR fr48

il 3-1 A et TIARfor MCS51 s i -kl w55 CEs -
HAA SR EEsy B84k ZigBee $uk B AN G - il 32 A - P
oo A B ADXL345 eh= T4 4 £ - A% CC2030 whder i my » i of
BB S L S ADXL345 widi A iy & ADXL345 oodiih mpl] i HFh = F
#45 CC2530 s~ mp+F o CC2630 & Har s ey F ol RF s A it
fi ZigBee #tuf ¥ Xs8 o SR AT B WA B 40 F oy oL 28 R A

W e

page 91



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

H31R&End= AR £#1® E32-ZigBee z =i HEMBEH

< Zighee # i &4 ©

ME&gdn - FhAdwA e A RMERRGHRESF BRI HTTHEE
NS ERR AR Y S e g B8 T S8 nEEWieless
Sensor Networks + WSN)ey 6 & « b 3-3 55 » S RlEsLd o § oo,
A ipxs(Sensor Node)rifa i, » ff FESEE AL ZRMEMOFH - A2LE
Mg L 8Em W E sy ss(Node) : SEERES —F FEHMNE &7
AR A e S B T R ORI WEEA -

FREEN

N

3 K a ? € -"J.I
_'.- ST v "-C‘__' i T "" |
-" ",
£

""-‘-1""; T 3 "'
L " ¥
-4, .,

[

L]

t
Lot

. 1 ._.,'. s '\'._
‘@ -. o

E33- aqdamn
< X% RFID:

RFID # " Radio Frequency Identification | ég4& % ¢ L T i 8 " &
M5 5% - b SR B(Readerys RFID 2 (Tag)ia i - £ & & 4342
FAA e TUEHRAARMEEIRD - URBA R DL LS8
B RREEHASASEHELTE  WHSME0M o RFD R - #id
THGAALTA -HRADAE HE L EH i HF L THAIRERE -
F4 ol 34

page 92



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

peme | | mes L
L o
BO2.11
meng [ mesm || Toees
i
[T 4 |
SE s mame | | mam [ | | 5
a8 HRE
pewg | | mum | |
L]
.- Sag e - ) EEEm
GAEEua LR
EENM T
W 3-4 = %F RFID f8
- E¥REHEE

€3 Bluetooth

W35 EFRe

> E¥AH
. TR R M eySiuin b R R IT 48R -
¥ BB AE P ARG ] o M A SRR -
TR R RRE o TR T2 PRRYE
EFE R Mo -
MAEBETORSEL o B EH -GPSRl EFLE - LFHEL -
SEL AEs NnaskE -
T %W B R # T 4 - PS3 - PSP Go - Nitendo Wii
HERETF LI - 2 PC APDAK RS F MoisiRm T il o -
BPEYE 4 £ S(RTLS) » MA "85 5" % "R 8" % A Rt dh b K SRR
R R REARUFEEH AT -
< App Inventor

App Inventor % & Google X% ¥ (Google Lab) #y—1{& -7 & + Google
App Inventor & — {8 5. 4- 4 &4 oy Android # 4 B4 e F AR R A B0 8
oSk A e ARk & w5 o Android B - e E 3R E NXT # 8
Ao ## Android # 2 F S ERBANETERE KB T - U FREIARS

W oEN S ;R W N

4

page 93



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

A FER T  AEERERY T HD  REEH R A dodkds - L FRA
U

Spp rmsmoicos Do e

4

W 36 - App Inventor — fEEEH
M4 —18 App Inventor 4 S EMELNTENE  FLERHRA Y
SR EFERNCHAGTE -RERERTMATHERE BANTEFAT
wE -

M0 ButtenConnectClick |

'- J
if

" 5 ™ BismonCientCansast " [ WXTLstSeestion

then da Bat “
NxtlightSensor. GenerateLight 'I[_Im
—
'

W 3-7 - App Inventor £ & &8
App Inventor #4545 #8258 W 51 4 M # Android § #mM A - App
Inventor 5 MM EREN - F R THMApRMGLY - TR WEATTRIITHR
FHA AR 447 - App Inventor FIESHEGENTFEREN G E
FREEARBR -

o HREFE

BMA-18 LS8R HE A 24T AR RYEL o AgBee XM Texas
Instruments 2: 5] Ai# ¢ ey CC2530 a9 2 80 & 1 » M B &8 Bah ez HH -
@A RFID s s 245G wa s Hmal AR A AFHRIRALR F
itz APl VBNET#E 2l SA L ARMEERGEFCET 4L B
# e

page 94



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

E a1 AR ERE
A ey mH #4420 "Visual Studio Net 2008 ; # Visual Basic #% &
i 3 A E R B AR S M T A e 425
s BA AR 0 A WA 8 il ZigBee S0 16 8 B
MEHSHLOMARBL - AW FTH RSB FHBEs & ShBAT
MAL BBy 4F - B IFindRiE R B ol AT R R MR PR A DA
ik oM Es - LB B ETMAH - fESW Rk TH $8b T ¥ 2 BER
(s 3 #wE 4-3 575 -

- )
G CEgnEean Lo )
| i S EERHRRHE wiEHA
| cons R PR s RN D =

Tata R
1 “ L. u [REr. LERR
[ o] ww: 1 DEOgR T SE
[ M ES 0BT
L]

B 4-2 ~ = b T IR T

page 95



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

W43~ s ik S H

Fofy e lEitamlogfsd - o@ 44 884555 - FEy
N RE  RAh ZHENLESOTH s f B fRE - SH858
Bad o B IR - TH S S B AR e 4F o CU BT R E et W
EHE RS TEN et - RA44 RS SR EEn Gaad R
HEGES RS RERGehE —F— SR H4OERERELHEAR
Mk BiLfeEd c ARFHEAA LN - MuEfF o BESE -
" & Forml e

e

m'j O 1bea56T33064036 , 09430 146 .
| E DTSRI , 1 T
0 1280352041 | TRAT , 0 B2 350

| PR | 0 inenE 0BT
-1 (2% ENSMNELT , 1762293

0 15a0TRd 3| ¥73540 | 05501560
0BRSS 2004166 | 0 34402415

A MRS, Bt

01521 5686T745008 | 0.5971%568¢

01 WAD955RGA0085 | (1 5413855
-Ezu:mmmﬁmﬂs,lﬂmmi- |

HAd-2EEELEERE &S D E45-2FFEEEA @

F=fiy kmaw Bngihtiead pRAEHF BANALT =M
AR A PPE R S R T F R E ML 0 A E MR G - FirESE
e S ELRGHE  PTEAPHBERE - 5T ATRL T RRARE
OBy Zpbdii - 1M VD evMrm i £ XY -7 et/ ey i dh 4
Mgt m XY Z R E T A®F AL B F
SRR AL SRR e R TSR EE S FHREES
o 3 85 OF O ] LB L AR -

page 96



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

T
. mmpesa Frarnmy e
-------- C rans
e
- —_ v
- [
e " —_— TP

== T s

W46 mesE i B B T
Fougsrtig@aysd @475 BESA L2 SE Bmng
AEHIF ARl T IR S - IR AL B A T 4 - BRSNS RE B deil B A
WA TN -

B b astomConteel] vk Froond vb® | Boom) ob BT - xn
- || O -
o _Buie 5
o Cod i gpa tlon
o _Wa

o Bak. Dol by

i
¥

Bl
B U1 Bklonivela

R

o k. (] Sokorimla Sebfaai

Wb, (1 Hislonisa le

m Tt

= Hat

o[

- T

U] Bucralnd bty Ercod Dy Gar B uscol g a0 1)

w W L Bncods | “RI10 Encadiwg . Gk
wh Cpomimph e WIL  Tel kpiwgy )

. bapasnt . Geibsrpraed | M pReBerpones]

Weaprers. Gaibarpred e 3, Encadirg . Lot Brocd v

EAT- e

Friagsitdt®Hd RFID Reader TR H4& S HA £ A M B LU
EASMT - P e5d Tl 47 Reader EEA el » Tl — &4 EE
B A R L EAE R MM E

HA40-LEMEBLANE  ERLAGA F- B BHMABRRMETELAS
Bl @ ET —48 LED 12 i & [ B
8

page 97



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

» VB.NET#A N

¥ M
LIl ]
NI
ECCET
L%
. o
-----
I.I'I.l.
ik -
| a
] 3 =
CLITE™
U |
LI L
AL, oy
T
S !

M4 - ESAEERET - BEEL S 0 RARATMNOEA @ H
» APP f### /i :

&

oo (aa R o O

- G FEE - B
L | uE T ME &
I TagE 1E0.3THIA 2 MHE 15§75 . f
BEEUTAX  dmEs
EE B AR B B e
SERE BT BHER S DR I e T =
= =;=tﬂ'\-ﬂ1 HERED
: .:1:-;'""!.-'-!4"-i'-'--I
’ = .“- ':‘.I |l R A
| = Fa
B g  wale
! ¥ L] s
s
B, =

MAI0 - E R E TR S B m T RIENHBN - P RSB TF RGPS 4

Sl LE S E S
## 42 %8 25 (articial neural network) & #8 & A T 32 8828 - Fidl a9 & i

BEEATAER % WP REERISHTAL  THRPSELL-HHE
2 R AFEFEERAGALHE LB L MR SEEMEN - ALHET
Bk iR o RN T A e A LB R 3o
BRER SRR ATHEL,

$A 70 40435 vk B B A9 A LA 4B de B AT B 0 A T 48 de B0 L B S 4B T -
AL#@Es -BEEL - E—EEFE LB UEEAE SALtpeiin
Bt o o

page 98



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

LS PR EE TN LT
L=fQ WX -6)

MR VEX LR AT LG R A

f=#47 & dhiv @ L A iR Bl - R —EA R LR TR
ey A 4 A fo $ 3 3R TP R T ek (R B R A .

Wi=#i 45 4 thit s hB A b S H %R - LMk HE -

XEsi4s & dodb 48 o o Al el o s 8k -

= 15 & i 48 A o940 o i

@ A1 mE s PR RE AN SR - B}
H-EEEr AW FUETE I AR R LS E HER R BEE
BEr—E@itREEEhaF @A R LR REmMal ST RE&E
s c —HBPNaSH IR R ABREER LA Al AR E
SERETE N AL AT b —BRESYEERAETAL S
H#TRBER BRERGG LRV SELRENER R Lo L T 4R - |1
By Esleneh BT H—FERRE LT RERBERGER R Lk -

B 4-11 ~ 8 s smag A ol ames &

v R A R

o S ERAL
@ 412 G A REMYESSELRBARIFOLEYS A8

10

page 99



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

fp)=1/1+e-x » A7t 4 & AR B s E N 2 37 i de — M 00 F M4L B]-1~+1
2B R AR RS AT A

S R
1 - B

— 50 0 e

B 412~ AopEridf b et - 0¥ s g5 081- s 182081

A AL A e X E MR # Ymax S Ymin = f§ ¢

L W
X . N

i@ g — i = @ FHOLY.ZF(200,130,15) dat B Ml 48y & AL o & & 48
X sk @ 0.784313725490196
Y #&% : 0.509803921568627
Z il 0.0588235294117647
36N b dn F AL R 84 K 4 A SR AR A8 A -
o (R A 4B MRS ik
R R -
MRS o (b et L B E V2 - AR T s
MELEH AW HMEORPE TR E noE 4-13):

i

it By=-1 § =1
P ! ||'ﬂ__ =—] A =1
H1 HZ: i, =1 4. mi
nd.D xiO W, =1 5"
e ”f iy =15
#1(_:' ,,EO #3{:: II'*:-|
., =1
xi 3 bk

BA413 - Aoz s Bt Skl - MERLTRF2 0T -

W EE MR AP E AR AR -
11

page 100



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

FEHAM -

[RiekL % S

2 +1~1 = [ e M AL BR T W - 0 e b i -

I —EukEr A EXREBHEOET -

4 ipsmiaRY .
At ERARE R

ner, =W, - X+, X+, X -8,
1

gy

net, =, - X+, -+, - X -8
1

~TraCan)

H,

H,

boit Bk s
net, =Wy -H + W, -H,— 8,
1
- 1+ exp(—net,)

EHHLEFD
asdEEtREEED

8 =Y(1-Y)T~Y)
b+t B itk & L5
0, =H|(1-H)) Wy -
g, =H,(1-H,)- W, -J,

6HEWSEEEAW -0 F Fa0 -

ait HEh R WEr §FaW - 055 Fab

AW, =1-0g-H,

AWss =10 - H,

Abs =—11-0;

byt EE&ER WiEr FaW 0451 §a0
12

page 101



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

AW =n-6-X, AW, ,=n-6 ,X
AWy =n-0;-X, AW,,=n-6,X
AWys=n-6-X; AW =n-6 ;X
AB, =—-n-6; AB, =-n-6,
T.8#3W-0

AR RE BT o AU A ] 0aAW - AD il kA TR B
bitR&HAmEEREW-0

Wy =y + AT, W =W, + AW
Wy =+ A, W, =W,+ A
Wy =Wy +AWy W, =T, 4 AW We= Wsg- AW
B, =6, + A6, 6, = 6,+ A, g, = 0.+ A,
B.EMFMI | FMT > AP WM(RLERAH HEBIL) -
SmAeFELA -

E= Z,f(r ¥y

CECE i

e a8 -

2.8k B Ak sy W -0 .

I —E PR A EX

4 ipnmiaEY -

U EsAE S PETRE LR & L HEhBMEL A ELBL 2

FlUF L E B A AT A A k(W 4-14) -
_ B

W,e= W, & AW

%] |

I.‘l.:

y = M

Ll

'41mmmmmmmmm1m

ww i fi
414 - 8 £ iR

13

page 102



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

- BREHE

f S MM ENTE GRS R S MERSSEN - W
A EGENNE AR REHER R ARAN TN L ST R
FEEW -BHEHARSR - AT AN A HHRERIAEEN AR
fEEH ¥ & EE R AR ARFRAE 0 Bish ) 100%8) /Eahak o it h
ALTUBAFRFEET M HiodH RS L8 oy
FH SRR ERA G ERh HNETA R EHL » B85 ligBee S
PESAREd  XREFLAAAFE - ABMHABRET  XHAALE
B & Ml 4 o 408 RFID Reader £ 3B Mry £ 5 B4 A By

W d By LE RH -

FELOESEREETEN AL T EMHTL CRGHEA FTo e
HRREY - AN A SRR Y EAEE - AR IR BENSR -
STOEAA GHRER - FmEm AL T CC2830 AAL ~pprM AR THE
BT R MRE RN - ARl btk a5 &
E—Euldd UL SEFEERGT S EREHEER - & -85 -#%
HEE THpEEELA PHEARETE 0 A HwE 3~ @ il
RERFEAHwE 4 8 BpT H ol il F 07 &2 5 2 WL - ks in
b Ao o A ERSI AW AR A 3-2-1 = ek B G DlHEs - N -
L -HAEHZEHWR ERERF —EEREL o AULEEHEEHE
R F T BN R R LR E 4 8 S R PR T e

e Rl AR SR EAMBRER -

FAE Rl T S Wk - RIBT 8- & - 36 - k- BB e BTN
Folb iAol BRE oo FREFSSHNERE - R EH
Bk - BRAL AR Ad A S R E o BaR  BHREL R
FriiaF] oy = e o Pl AR A AR AT RS AL
BEL A —HHAEHRANS b ARSOHERTR-—REREFEALE
B AU bR ATOH LR EE S ERANASEL - 24 BEhol
-GN A LSRN E - P T B R B F & R - -5 -
Em B EHRRGE100% - & ke @B Twd - 2F RH OB B
o RRG AR GRNRETI AT AN L AEHTRELAARE &

MR EE &L KAEIEHT AR -

14

page 103



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

&% ( Strength)

o B R BB RS -

® GEEp Ok 0 O i AR R

#® RFID Readerss Bpod i i #BF £ A 4 BP0

® RFID Readerd « ) XM Tag o) F

® 7igBeet £ § X F X - T MBS A HEE -
® ZigBee b 4 i # 1, -

o ZigBee{ssh e - Wh M WMLIRA -

% % (Weakness)
o R AR ER LMW T -
® RBFID Readers i f sh s B 4 /R

#.+ (Opportunity)

® ZigBee & i MM EE MR TS R & &l BT MR £ 53
M -

® & #7:85 RFID Readerf~Tag& 1A £ 4 - T4 F 4 BiTss s - sl s
P EAHY

® B AEARRA S T SRR o BA AR ENE -

T

##® (Threat)

o ZEMEMEEY  wEHLRIBH-

® 530 oA 6 Pz RS W R elpd e o
o E AT EREh - AL EATH T

#8-1 - SWOT4# #

A $FEH

 E

B E - NN - WS - TR TR WAt A E B 0
EARARERARAN - THRAWTEREAN b4 0 2011 -

g - ZigBee WM& FM - S EEEFRALE R -

Wi R Rt WA R E AP AR AR - Wt 0 2011
M- A28 BT SMESRAMAELE  MELSRPELE Y HiR
M O SEAR S - 2006 -

Mt ik - A& - Visual Basic 20056 sth #ik A4 EiE c BT
R H ML F] - 2006 -

15

page 104




Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

6. #-hg - BEwie - FHLEE - FEE - B3 - %0 8 - Android § #48 A &8

i ¥ App Inventor A F1%& + skt - 2012
T @& - SR - 85 & - BR83E - Beka - Android § A ¥ App

Inventor #& & A & » #dkadb » 2012
8 HEE-HFEH-H4ih- 240 RFADS&HEHETHRLHK - 204

-+ mad - 2010

16

page 105



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Best Research Award
B EERA SR8
Project titleJH H %4 7#: Design and Development of NFC-based Mobile Application for

Anti-counterfeiting in Designer Bag Manufacturer
Students£24f: Chung Chun Lan, Kwong Kuk Hung, Wu Wing Sum, Lau Wing Yu
AR, RSN, SHEE, BlEka
Institution [7E#%: Department of Industrial and Systems Engineering , The Hong Kong
Polytechnic University FiEH T K TER 2K TEE L
Supervisorsf54&: Dr. Ip Wai Hung Andrew, Dr. Lee K.M. Carman, Dr. Ho T.S. George
TR L, FREEHEEN, (ERFTEA

Project Abstract

Ameng all industries suffered by the growing counterfeiting activities, designer bag
ndustry is considered as the one which suffered the largest financial losses and influences. An
alarm has been triggered to raise the public’s attention and an effective anti-counterfeiting
measure to tackle these illicit activities is urgently needed.

This projects aims at combating the growing counterfeiting activities in designer bag
mdustry and raising the cost-to-break of counterfeiters. Therefore, a WFC-based mobile
application is designed and developed for the designer bag manufacturer to tackde the counterfeit
bags.

The WFC-based anti-counterfeiting mobile application {or NFC Anti-counterfeiter) offers
product avthentication to the potential customers, before any purchasing. The application
authenticates the products by using hybnd approach, which guarantees the authentication
accuracy and system security. Furthermore, users can also report suspected counterfeit products,
counterfeit product or bad sellers to vendors and other vwsers through NFC Anti-counterfeiter.
These information/data help mamifacturers to protect their brands and help to raise consumers’
confidence towards the brand.

Tral-run of the application has been conducted in this project, together with the analysis on
system architecture. Discussions on the application in different aspects have also been made.

Further recommendations on this application are suggested at the end of this report.
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Chapter 1 - Introduction
1.1 Research Background

Nowadays, counterfeit prevention has rung a bell in the society. According to Maller (2007),
counterfeit goods are non-gemmine goods “that copy or otherwise purport to be those of the
trademark owner whose mark has been unlawfully used”™. It 1s different from copyright violation.
Copyright vielation invelves nnauthonized transfer of licensed material like sharing of nmsic and
movies electronically; it does not invelve any form of consumer frand.

Almost every product can be counterfeited The imdtations of arts. toys. clothing
pharmaceunticals, watches, electronics, handbags and shees are all around in the market and
spread through the globe. These kinds of counterfeit have resulted in serious patent and

trademark infringement. There are sharply increase of ranges of different goods to infringement

oo,
29 :u‘\furld Trade
' ® Counterfeit
Trade
939% Legitimate
Trade

Figure 1.1- Counterfeit Trade Ratio (US Chamber of Commerce, 2012)
According to the White Horse Laboratories (White Horse Laboratories, 2012), there is
142% increase in reported covnterfeit components from 2011 to 2012, which has skyrocketed in
the past 12 months. Alse, Counterfeiting Intellipence Burean (CIB) of the Imternational Chamber
of Commerce (ICC) (Counterfeiting Intelligence Burean, 2012) has been estimated that

connterfeit goods have made up 3 to 7% of World Trade which amounts to US$600 Billion per

1
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year. Counterfeiting is responsible for the loss of over 750,000 American jobs (US Chamber of
Commerce 2012).

A gesearch of Organization for Economic Cooperation and Development mentioned in
Terseke (2008) and Lewis (2012). companies “spent over half their B&D investment on
anti-privacy technologies and product differentiation.™

China, Pussia, India, Brazil Indonesia, Vietnam are famous of rampant exvberant
miellectnal property violations. Brand mames. trademarks and copyrights are infringed by local
counterfeiters. The local governments do not have strict legislation on these kinds of activities.
On the contrary, this sitnation indirectly encourages the counterfeit activities.

China is the worst offenders by far Accerding to Blanchard (2007), over 80% of all
counterfeit goods in 2006 are made in China. As China joined World Trade Organization m 2001,
it removes trade barriers. At that time China already has substantial amount of counterfeits
within its border, thus, large mumber of counterfeit goods flow across the borders and spread
through the globe. Although there is legislation against the counterfeit activities. it is extremely
strict on paper and hard to enforce. Moreover, pressure to eliminate counterfeiting often conflicts
with the government’s obligation to increase the employment level (Lewis, 2012). Li Guorong of
the China United Intellectual Property Protection Center (2012) once explained “Sometimes the
factory that produces counterfeits is the largest single emplover in the province, so if there is a
raid the local mayor might call the police and tell them not to proceed” (Phillips, 2003).

Therefore, it is extremely hard to solve the issue.
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1.2 Problem Statement

Becaunse of the emergence of massive coumterfeits, different problems and issuwes have

serionsly dismpted the society’s operation. It is necessary to tackle those issnes immediately.

Do you think the counterfeit bag will influence the
original brand image?

®Yes  No
27%___%_%

73%

Figure 1.2- Interview Result I for the anti-counterfeit study

Do you think the counterfeit designer bag will affect the
sales of original brand?

MYes LINO
27% __

2

73%

Figure 1.3-Interview Fesult I for the anti-counterfert study
An interview has been conducted on the counterfeit situation. The details of the interview
will be put in the Appendix section. From the two diagrams shown above, over 70% of
interviewees are agreed that the counterfeit bags will influence the original brand image and

affect the sales of that brand.
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For the company. especially those companies with high amount of intellectual property and
patents are facing severe counterfeit problems which are now creating greater and greater
financial losses of the company. The huge financial loss will force the company to impose higher
selling price to the customers. This simation will form a vicious cycle. The customers will be
thereby forced to buy counterfeits becanse they cannot afford to buy the genmine goods. The
increased sales in counterfeits will lead the counterfeit manufacturer to expand their production
and product range.

For the customers, they are now frustrated by different counterfeit products and facing
potential harm that those counterfeits may canse to them. For example, fake medicine. electronic
appliances and devices do not follow any quality standard. These counterfeits impose potential
dangers to the users and threaten their life. Also, with the improving counterfeiting technology,
the customer might fall into the trap of consumer frand which they buy counterfeits which they
consider it as genwine. Hence, they suffer financial losses.

The society and the business still have not fioured out an effective mean to tackle the
counterfeiting activities. Although there are different methods or means developed to deal with
this sifuation the results are varied and unsatisfactory. Researchers are still working on building
a stronger anti-counterfeiting tool.

Although there are current researches focused on developing a valid and effective means to
prevent counterfeiting. such as BEFID, NFC, QF. code, Barcode, Laser marking. which are all the
current methods suggested by different researches, the public are overwhelmed by the massive
choices of anti-counterfeiting tools.

Amoeng all anti-counterfeit technologies, WEC is the latest technology infroduced these
vears, and it is still not widely implemented. NFC is seen as an applicable and effective method
combating counterfeiting ameong most researches. Therefore. this project will investigate NFC in

anti-counterfeitng.

page 113



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

1.3 Objectives

The basic idea of this project is to develop an effective and efficient model for

anti-counterfeiting purpose. There are four objectives needed to be fulfilled to accomplish the

project.

1. To analyze the current counterfeit situation and its issue

It is necessary to have an in-depth kmowledge on the current counterfeiting issues before

developing the anti-counterfeit application. The application will only be effective if it

targets at the right problems. Also. the study may raise the readers’ attention to the

serionsness of the current sitnation.

2. To design and develop a NFC-based anti-counterfeit mobile application

The main core of this project is to develop an effective anti-covnterfeit model which is

applicable on the mobile phone. The meodel will be developed based on the latest NFC

technology which allows tag identification by phone devices. There will be a demo

shown in the later chapter. The system architecture will be analyzed in this report too.

3. To compare the anti-counterfeit approach developed with other existing anti-counterfeit

approaches in the market. A comparison of the approached developed in this project with

other approaches vsing similar technologies will be done m the project. By sinular

technology, it refers to the technologies which focus on contactless identification such as

BFID and NFC. The comparison will help the readers to have clearer understanding on

how they are different from and why this appreach worls.

4. To evaluate the effectiveness of NEFC anti-counterfeit mobile application developed

A risk assessment on the application developed will be done at the evalnation chapter.

The risk assessment will focus on the capability to deal with different potential security

threats. Rating will be given at the end of the risk assessment and will be compared with

those of other anti-counterfeiting approaches.
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1.4 Scope

In this preject. a NFC-anfi-counterfeit mobile application will be developed. The
application and approach is designated in designer bag industry It is not applicable in other
mdustries such as drugs mamifacturers, food manufactunng.

However, it does not mean that the whole concept of the NFC anti-counterfeit application
cannot be fit in different industries except designer bag mamufacturer It is becavse the
mfommation selected and data shown in application are specified and designed to designer bag
mannfacturers. The counterfeit designer bags will be our primary target in the war of
anti-connterfeiting

The anti-counterfeiting technology used in the application is NFC. There will be no other
anti-counterfeit technologies else used such as watermark: laser printing and barcode in this
application. Consideration on WFC tag used in the application will also be included. However, no
packaging will be designed in this project.

Although there are suggestions on tag embedment during the manufacthuing process, there
is no suggestion om improving the business process and workflow of the desipner bag
manufacturer. Also, there will be measures suggested on the authentication of second-hand bags.
However, the main focus is in first hand genuine bags.

The concept of the application designed is on individual basis which means that one
application developed is for one brand only. The application is not able to authenticate the bags

from other brands although they are using the same NFC technelogy
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Chapter 2 — Literature Review
2.1 Background

Connterfeiting of product is widely spread through the world. Weorld Customs Organization
(2012) has estimated that counterfeit products have been destined for more than 140 countries.
The counterfeiting activities have covered more than 70% of the countries in the world. The
sifuation is Very serious.

The International Chamber of Commerce (2012) has also found out that “counterfeiting
accovats for between 3-7% of world trade, worth an estimated TUS3600 billion a year™ The
counterfeit activities has resulted in great financial losses of the brand owners.

There are two main sections in this chapter One will discuss the current counterfeiting

sitnation and its issues, the other one will focus on the current anti-counterfeiting technelogies.

2.2 Counterfeiting Study

2.2.1 Causes

One of the reasons why counterfeit is so prevalent is that is extremely herative for those
wnscrpulous merchants. The wse of poor materials and low quality standards for those
connterfeit goods enables the merchants to zain higher profit margin

The advent of low-cost technology has alse contributed to the increased prevalence of
connterfeiting (Hoplans, 2003). Counterfeiters can access to tools like photographic-quality
computer scanmers and digital printers easily to replicate logos and create very similar
packaging

The risks of counterfeiting are generally small According to Heplins (2003), Legal
penalties for counterfeiting are low in most countries, and do not exist at some other nations. For

example, in US, Many who are canght and acensed of trafficking in counterfeited goods mestly
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receive probation for their crime only (K Lewis, 2012).

The emisting demand for certain goeds vastly exceeds the supply also encourages
connterfeiting. The counterfeiters can fulfill this demand by selling those fake and cheap
products. Taking Hermes handbag as an example, Hermes handbags are so expensive but there
are many customers still willing to wait for years and cannot receive their bags yet. Hence, if the
counterfeiters can offer a reasonable price of that counterfeit which offers very high facsimiles,
and the customers do not have to wait it anymore, the counterfeiters can receive both praise and
profits from those happy customers.

Increased globalization is another reason that has led to a greater number of counterfeit
goods i the marketplace. Globalization has been so advantageous to the global economy; it has
also greatly expedited legitimate intermational trade and encourages every development of
mmankinds. Yet, we cannot deny that globalization has great influence and help on the
distribution of counterfeit goods. as well as the incentive to connterfeit. Counterfeits are easier to
be flown between countries..

Moreover, the resources of customs are stramned too due to rapid grow of globalization
When there are more goods across the boarders, the harder to do counterfert preventions from
mvestigating supply chain by costoms officials. Also, it is hard to inspect large quantity of goods
in short period, thus, it further increases the infiltration of counterfeit products.

Why globalization has forther worsened the covnterfeit problems due to increasing
cutsource mamufacturing. Company licensed their intellectual property to foreign companies
which they have right to produce genuine brand-name goods. However, Tim Philips (2005)
points out an example that from the factory’s point of view, it is tempting to make 150,000
guantities by using extra materials instead of producing licensed amount 100,000, Since there is
no inspector to inspect the extra products, no standard are needed to be followed during the
production and thereby the factory can earn higher profits without paving extra license fee by

selling all of them. This phenomenon called “Ghost Shafi™.
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2.2.2 Issues

Since frade in counterfeits wsually involves illegal black market transactions along the
distribution chain the burgecning counterfeit industry has thereby resulted in hmge loss in tax
revenue, an absence of regolatory control, and an envitonment where tetrorists and members of
organized crime syndicates can fund ilicit and deadly activities through counterfeit operations
(Lewis, 2012).

As counterfeit provides no guality control procedures, the users or the buyers may face
several potential crisis and suffer different consequences. The damage is more than just
economic, the shoddy quality of counterfeit goods has led to deaths, illnesses. and imjuries
(Lewis, 2012).

First, fake goods are not safe; it can lead to injuries, deaths, and illnesses. especially for
electronic device and medicine. For example, medicine mamufactured without proper hygiene
standard is poison fo the patient. Patient may thereby die after taking the medicine. Electronic
device without quality control procedure may lead to electricity leakage and explosion

Second, seme fake goods cause no physical harmm and injury; however, customers are
finically harmed when they are forced to spend their money on those poor guality, unsafe
counterfeit products.

Since businesses are forced to raise their price in order to cover their losses from
counterfeiting, the consumers are forced to pay higher price in order to buy for the gennine
goods.

It iz true that counterfeit operations often come with and involve the groups who joined
criminal activities. Funding of criminal and terrorist groups mestly comes from intellectual
property crime which is counterfeit operations. This funding method is very popular in Bussia
and Asia.

Counterfeiting can be used as an attack method by terronsts. They can flood the market
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with counterfeit products such as medicine to endanger and harm the consumers. This could
create pamic among consumers and destabilize the econonyy (Lewis, 2012).

According to Philips (2005), mtellectual property represents around 43% to 75% of the
assets of most of the fortune 300 companies; the loss of brand equity is particularly painful for
genuine businesses. Furthermere, if customers are stop buying the genine products and they are
tumed to buy counterfeit goods, the company not only loses its brand equity but all its foture
revenue that their consumers would provide.

Counterfeiting not only brings huge losses to the brands, but also canse fierce dilemma
between the brands and the customers. When there are massive counterfeits appeared in the
market and those counterfeits are made of low quality, vnlmowing customers then complain to
the legitimate mammfacturers or producers due to low produoct quality. Although the brands do not
make those conmterfeits, the customers still think it is the company’s responsibility to prevent
counterfeits and if the company fails to do this. they should serve the fake products anyway
(Hopkins, 2003). Therefore, this presents a dilemma.

The company can refuse to service them or replace their falee goods with a genuine one. If
they refuse to service, they may lose their customers and potential customers as the cnstomers
may become nfiuriated and complain to their family and friends. Future profits are lost
eventually.

However, if the company is willing to replace the counterfeits by genuine goods, they
would face another problem. that is. they have to pay, including money and reputation, for the
counterfeiters, this pay-off seems unfair to the company as they are not responsible for
compensating the losses for the customers who have bought the counterfeits.

From the point of legal hability. the company suffers semously from the counterfeits. A
customer has bought a fake good which he considered this as genmine products may sue the
company for liability damages if he gets injured by this product. According to Asthur Best of the

University of Denver Strum College of Law, “tort law would be likely to sopport a vietim’s
10
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claim against a producer of legitimate goods if harm from a coumterfeit product was
unforeseeable, the enterprise had a role in creating the risk of crime, and it failed to take
reasonable steps to reduce the sk "(Lewis, 2012).

Government has also suffered great losses from tax revenne. They cannot collect the tax
from the counterfeiters. Therefore, social welfare and funding for different programs will be
affected

Not only financial losses would be occurred under fierce counterfeiting, but also mnovation
would be affected. Counterfeiting discourage innovation as it just copies from the emisting
mnovation and design. According to Hopkin (2003), counterfeiters only need 2 percent of the

time and 1/1000 of the cost of the gemuine to make the counterfeit one and then enter the marlet.

11
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2.3 Anti-counterfeiting Technology

2.3.1 Origin and Market Trend

Summarized from the above section of the reviews of counterfeiting, counterfeits and fake
goods not only have cansed billions of economie losses to the countries and companies, but also
have threaten the zafety and health of the consumers seriously. Illicit activities have also been

enforced from the benefit of eperating counterfeit activities too.

Global Antd Conntarfeit Packaging

lll] :1rh. &L

Taggants

inthentication Track & Trace
Technology Technology

Watermarks Market Market

Figure 2.1-Comprehensive Market Segmentations (Bhardwaj & Shenoy, 2012)
Anti-counterfeit technology has been divided imto two main categories which are
authentication technology and track and trace technology. Food or daily essentials mostly adopt
the authentication technology while pharmacenticals, which matters life and death adopts track
and trace technology.
Taggants. holograms, inks and dyes. watermarks belong to the authentication technology
while BFID and barcodes beleng to the track and trace technology market. They are both used in

global anti-connterfeiting packaging market.

12
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Figure 2 2-Anti-counterfeit packaging evolution (Bhardwaj & Shenoy, 2012)

The demand on the anti-counterfeit of public changes from time to time. In the 1950z, the
society was focusing on the development of anti-counterfeit features on the cwrency, which is
money note. The reason why they focused on cumrency is the blooming of globalization
multi-national trades were promoted at that time. Therefore, counterfeiters tried to fake the
money note in exchange of products.

In 1960s, people started to realize that there was a need to authenticate the products.
especially for phammaceuntical, before using them as the counterfeiting activities were getting
intense Researches at time focused on authentication technology.

During 1990s to 2000z, track and trace technology was started to be promoted and applied
with the supply chain management The improvement in information system has played an
essential role in this major change.

Bhardwsj & Shenoy (2012), Bansal (2009), Malla (2010), Gudala & Pramuill (2012}, experts

in anti-counterfeit technology, predict that converged and integrated technolozy will be the main
13
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trend for anti-counterfeiting in the future time.

Estimated size of anti counterfeit packaging market in 2009

Taggants

Holograms

Inks and dyes

Watermarks

Bar coding

Figure 2 3-Estimated size of anti-counterfeit packaging market in 2009 (SecurPham 2012)

By far, bar code owned the largest market share among all, which owns over half of the

total market share. Followed by the RFID, 46%. it is expected to have the second largest share

ameng all.

Taggants and holograms are expected to obtain similar shares, 29% because they require

high investment cost which lead to a higher market entry. That is the major reason why taggants

and holograms are having less market share then bar code’s.

Dz and dyes and watermarl: are started to fade out. According to Securing Pharma (2012),

USA has 45% of the total patents registered in anti-counterfeit technology followed by Europe

with 31%.
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Figure 2 4-Market Trend (Bhardwaj & Shenoy, 2012)

The diagram has investigated the key market drivers and key market restraints in different
aspects. The diagram has well-explained the current market trend in anti-counterfeit issues.

In the application matket. the counterfeit activities in pharmaceutical and food and
beverages have provided market opportunities for anti-counterfeit application. However, the
development of the application market has been restricted by the global economic downturn and
the cost factor,

For the technology market R&D starts to receive more focus from the researchers under
competitive business enviromment. Companies are more willing to put resources in R&D, and
this has facilitated the development of anti-counterfeiting technology. Moreover, the situation has
resulted in high R&D expenses associated with high end technology of the company and the
development of new technology mught replace the existing, old and traditional technologies.

For anthentication technology, the competitive pricing has won it a place in the market. It 1s

easier to be applied in other alternate anti-counterfeiting technologies. Because of the low price,

15
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the companies are able to use them with high profit marpin However, the authentication
techneology fails to track and trace the product in supply chain The security is very low vnder
this technology. There will be better alternatives available in the market; the companies do not
necessarily use this technology for anti-counterfeiting.

The track and trace technology is welcomed by the market out of the following reasons.
First, the unique BFID attribute allows product authentication in individual level and product
tracking in the supply chain. Researchers and the market are started to pay more awareness to
this newly developed technology It is proved to combat the counterfeiting in food and
pharmacentical significantly (Power, 2012).

However, there are few market restraints on the promotion of track and trace technology:
First, it is very expensive. The implementation cost i3 very high. some SMEs cannot even afford
it. Second, barcode, a type of track and trace technology, is graduvally losing its market share.
Third, the product cannot be traced when the package is tampered. Therefore, it is important to

protect the chips.

2.3.2 RFID and NFC in Anti-counterfeiting

In this section, an overview of anti-counterfeiting approaches suggested by different
scholars will be presented. An evaluation and categorization will also be provided in the
followings.

The purpose of product authentication is to answer whether a given product is genuine or
not. It helps defining the products are original or counterfeits. To do product authentication, it is
necessary to insert a security feature, which can be a key factor to help authenticating the product,
into a product and at the same time this security feature have to be authenticated too to prevent
any cloning. Therefore, BFID tag is fit for this purpose and fulfills the requirement of

authenticating the security feature.

16
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One concept has to be defined and explained first before the discussion of
anti-counterfeiting appreaches. The differences between RFID and NFC have already mentioned
in the last section However it cannot be denied that BFID and NFC are wvery similar
techneologies, or even developed on the same concept.

The applications of RFID are mostly applicable on NFC with some configuration changes.
Therefore, mn this section some BEFID anti-counterfeiting approaches will be studied for the
develepment of NFC anti-counterfeiting application.

Although BFID is not the only technology that can fulfill the requirement and be used as
product authentication, it 15 the most cost-efficient way ameng all of them. Halogram, water
mark, laser marking barcode are traditional ways of production authentication, however. they do
not have the competitive advantages that EFID has including non-line of sight reading,
ttem-level identification. non-static nature of security features and resistance against cloning
(Filimen, 2012). For instance, highly visible QF codes -which are alse used in mmltiple
anti-counterfeiting applications-, can be easily generated as they can be printed by any printers
whereas RFIDVNFC tags require specific machines to write data on them (Vazgquez-Briseno, M
etal. 2012). As a result, QF. codes are easier to copy than BEFIDVINFC tags.

Furthermore. the adoption of RFIDVNFC tags can add high business value to whole supply
chain and logistics activities of companies. Therefore, balancing the cost and the effectiveness,
EFID is the most desire solution among all choices. Nevertheless, with the development and
popularization of NFC technology, the end-users, or consumers, can participate in product
authentication by vsing their cell phones. Actually, although NEC readers are not yet mainstream,
analysts anticipate that NFC-enabled mobile phones will likely reach 863 million vnits by the

end of 2015 (Frost & Sullivan, 2011)

Anti-counterfeiting approaches have been categorized into several types. They are specific

features-based avthentication, tag auvthentication, location-based anthentication and weak
17
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anthentication respectively (Filimon et al. 2012).

Specific features-based auvthentication is based on what the product is while tag
authentication is based on what the product has and what the product know Location-based
authentication is based on the location — where the product 15 and where it has been to. Weak
authentication is an approach which can be used for some cases which do not consider security
as the first priority and an important issue becanse this type of authentication does not provide a

comparable level of security with other three approaches.

Specific Features-based Aunthentication

The principle of this appreach is to write a digital signature on the tag. The digital signature
15 made up of combination of the transponder ID number and product specific features of the
item which is to be authenticated (Filimon 2012). The feature can be physical or chemical as
long as it can identify and verify the product. For example, a very precise weight (Filimen 2012).
This approach is suitable for products wiich are hard to be cloned.

Measuring and verifying the chosen feature 1s part of the anthentication process. The users.
mostly customs, will first measure the actoal special feature of the product needed to be verified
and then he will compared the feature measured with the one stored in the digital signatre from
the tag_ If it does not mateh with the digital signature. then the product is fake.

According to Lehtonen (2012), foure steps have to be taken in the process of product
authentication by using Specific feature-based approach:

1. Obtain the product ID number by reading the tag tagged in the product.

2. Find the network address of the authonized server for the oniginal product class.

3. Establish a secure connection with that autherized server.

4 Download the information for fiuther manual authentication, that is, the information of the
specific feature of the onginal

With four steps taken, the user can physically measure the mspected product to determine
18
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whether the product is authentic or not If the measure result mismatches the information
downloaded, the inspected product will be considered as counterfeit.

The advantage of this approach is to hawve the tag cost low. It is because the focus is on the data,
digital signature in this case, written in the tag. not the tag itself The selection of tag is not
mnportant for the whele product authentication.

However, there are disadvantages too. Under this approach. the user has to physically venfy
the suspected product every time in the process of product avthentication This is wvery
time-consunung.

The key success factor of this approach relies on the views of right-holders to share the
authentication data on online servers with the customs of the customers for the venfication
(Lehtonen 2012). If the nght-holders are willing to share their authentication data, it means that
the customs, or the costomers, could rely on the timeline of the data and caunses no delay
Moreover, if the customs and customers are allowed to share information of counterfeits detected

to the authorized share, it will help the right-holders to protect their right.

Tag Authentication

This approach is suitable for the security feature, which is the tag itself, hard o be cloned.
By the read-write encryption. the tag can be protected from cloning. This approach is totally
relied on the encryption method for the tag The current metheds are cryptographic primitive
protocel, symmetric and asymmetric encryption-based protocol and physical wnclonable
function-enabled protocol (Filimen, 2012). Since the cost and the computing resources of the
tags are limited. the user has to strike a balance between secwity, cost and the avthentication
performance.

Lehtonen (2012) has pointed out 6 core processes that the tag authentication has to be taken
in order to achieve the product anthentication and high security at the same time:

1. Read the tag and identify the product
19
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2. Find the network address of the authorized server for the eriginal product class
3. Establish a secure connection with that authorized server.

4. Establish the anthentication protocol used by the tags.

3. Awntomatically anthenticate the tag by vsing the protocol obtained from step 4.
6. Verify the tag-product mtegrity

It does not need a high requirement on hasrdware of the interrogator as the authentication
protocels can be made transparent for the interrogator during step 4 and 5. The authentication
can be processed on the authenticated server which has been connected in step 3 so the reader i3
only responsible of showing the result sent from the back-end server.

Chne concepruoal issue has to be clarified here: what the user does in previous 5 steps is to
verify the tag itself. not the product itself Therefore. step 6 is necessary in order to anthenticate
the product itself Verification is necessary to confirm the anthenticated identity (tag in this case)
matches the physical product. If step 6 is not taken any fake product equipped with the authentic
tag can easily pass the verification.

However, although tag authentication can authenticate the tag itself which cannot be
achieved by specific feature-based avthentication, the latter itself focuses more on the product
itself. Tag awthentication only provides brief verification on the suspected items by uvsing the

brief information given in the server

Location-based Anthentication

The principle behind this approach is, when the location of the original subject 1s known, it
can easily find out the fake product when the location shown in the server does not match with
the location that the people found this item. The location could be geographic like Hong Kong,
Japan or step of processes such as distributing, assembling. The avthentication method has made
use of the track and trace capability, which is offered by EFID and NFC technology.

The advantage of this approach is less complexity in RFID tag. The right-holder conld just
20
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write an identification number such as a unique ID mumber in the tag and leave the back-end
server to record down the track of this number every time it passes through the tag readers.

The disadvantage of this approach 1s that location-based anthentication can only be practical
wnder this sifuation: “the location of genuine products can be followed with a high enough
degree of spatial and temporal granvlarty” (Filimem 2012). Therefore, it is hard for the
right-holders to collect all tracking information from the complicated supply chain.

If the current location of the product is volmown, the nsers. customs and consumers in this
case, can only rely on the estimation provided by the system to verify and anthenticate whether

the product 13 counterfeit or not.

YWeak Authentication

This approach is the simplest anthentication technique among all four approaches. The
process only involves a nnique serial numbering and confirmation of the identity.

The security only focuses on keeping the valid unique serial nomber away from the
counterfeiting and not to let them get it. If the counterfeiter gets the list containing valid product
ID. they can pass the anthentication test.

One way to secure the pnique product ID number 15 to assign the product mumber randomly
from a large ID mumber database. Therefore, the counterfeiters would be very difficult to find
and guess the product ID number to be used for their fake goods.

In this approach. seme customer-driven initiatives are proposed (Filimen 2012). The basic
idea behind thiz approach is to let consumers to discover the counterfeits and share their
experience and mformation with other consumers. Therefore, when other know about the shops
{which sell the counterfet). they will avoid buying in that shop again.

However, one of the difficulties on implementing this approach is that this core algonthm
behind has over-relied on the fact that the customers have a certain level of kmowledge to venify

whether a product is counterfeit or not.
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Its technical realization depends on two assumptions (Filimen 2012):
1. Enable Item-level tagging on products
2. Consumers have a certain level of technical Inmowledge to use the reader {or NFC-enabled
phone) to read the tag, understand the information and interact with the back-end server
database.

The benefit of this approach is lower cost compared with other three approaches. If the
supply chain 15 RFID-enabled. it just needs to operate this approach. Besides, this approach has
strongest ability to spodl the business of counterferters as customers are involved in reporting the
shops which are selling counterfeits.

However, it brings little value on the whole supply chain vnder this approach as the written
data is mot enough for assisting the whele supply chain operation. It just helps authenticating the

mspected products.

2.3.3 Security in RFID and NFC-based Systems

It cannot be denied that it is impossible to cease all counterfeit activities by using RFID. It
is mmpossible to cease all counterfeit activities by all means. We can just reduce it. Therefore, the
key goal of FFID/NEFC anti-counterfeiting iz to change the riskretum profile for the
connterfeiters — raising the risk and thereby minimizing the refum and then cut down their
counterfeit activities themselves.

Ewrcpean Comumission (2012) has listed the general requirement of a product authentication
system
1. The system is allowed to be used in nmltiple locations by multiple parties.

2. The cost and effort to perform a product authentication should be low, or fairly low
3. The eptimal solntion should let consumers to participate in the product anthentication.

4. The product authentication should have an appropriate security level
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As different products require different level of security, cost-to-break (CTB) is cne of the
measnres to quantify the level of security. CTB is the lowest expected cost for anyone to
discover and expleit a vulnerability of ome particular system (Michahelles et al, 2012). The
measurement helps to find out the amount of security needed to stop a criminal to do the illegal
activities. This amount of security needed can be depended on the probability of the criminals
getting canght while they are doing their criminal activities. Security level of product
authentication can be determined by how it fulfills derived with misuse cases functional and

non-functional security requirements (Filimen, 2012).
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Figure 2.5-Chain of trust (rectangles) and threats against (ovals) RFID-based product
authentication system (Filimen 2012)

The above figure has illustrated the chain of tmst of a general RFID-based product
authentication system vnder location-based authentication approach. Every step in this chain of
trust could be an attack point against this system This chain helps to find out general attack point
to be secured.

Taking the step of “Tag is attached to right product™ as an example, there is a threat that the
tag could be removed and reapplied by scmecne, making the data recorded in the server
maccurate. Tag cloning is possible under the step of “Tag 15 original and not tampered with™,

therefore if the tag cloning is successful, the tag would be misnsed by counterfeiters.
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Table 2.1-The result assessment of different points of attacks (Failimon 2012)

Threat Result Probability of happen
Tag cloning Infinity High
Tag removal and 1 Medivm
reapplying

Artack against internal Infinity Medinm
IT system

Manipulation of testing | N Low
equipment

Artack against RF N Low
communication

Forgery of product Infinity Medinm
history

Manipulation of product | N Medinm
history

Result — which means the number of product that are compromised, number of
potential counterfeits created

This table has shown the risk assessment of different threats. Tag cloning, Attack against
mtermal IT system and Forgery of product histery are the three threats which result in most
SLriONS CONSeqUences.

Therefore, stages with these kinds of potential threats such as tag attachment should be
given higher level of security. More sophisticated secure protocols are suggested to be adopted to
sure the internal IT system. By preventing the tag remowal, it is commenly suggested to use an
object-specific feature such as seal to detect the removal of tag (Failimen 2012). By keeping the
mtegrity of the product history, it can help to prevent the manipulation and forgery of product

24
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history.
Table 2. 2-Comparison of different approaches towards cost. cloning and checking
complexity (Filimoen, 2012)
Tag
Complexity Cloning Clone
Approach Cost of tag reapplying
of check resistance  detection
resistance
Specific
feature-based High Low Yes No es
authentication
Tag Medinm / Low /
Tes No No
authentication High Hiszh
Location-based Medinm /
Low No Yes Yes
authentication High
Weak
Low Low No No No
authentication

For specific feature-based anthentication, it is suitable to nse at the product itself hard to be

clone, therefore, the security can be on the diffienlty of the cloning of the specific featores.

According to the cost to break principle mentioned in the last part, the cost to clone the unigue

features from genmime products to make another counterfeits camrying those unique features

would be a burden for the counterfeiters. However, this approach has one loophele, which iz no

clone detection. Thiz means that if the counterfeiters overcome with the burden, the cost and the

techmigue. the right-holders cannot be notified their produets and tags have been cloned.

For the tag authentication, it has no clone detection too. Also, it does not have any tag

reapplying resistance which means that the tag can be re-applied. This canses a security threat for

the counterfeiters to use it over and over again. The cost of implementing tag authentication

15
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varied on the complexity of checking and the selection of tag.

Location-based authentication does provide clone detection and tag reapplying resistance.
As the tracking record of the genuine products is provided by the right-holders, covnterfeits can
be obvicusly found when the tracking record mismatch its current location However this
approach does not have cloning resistance. The counterfeiters can clone the tag very easily. This
approach focuses on the data recorded down in the server from the tag, not the tag stself

Weak authentication is weak among all approaches. No clening resistance, no clone
detection and no tag reapplying resistance. However, the implementation cost is the lowest
ameng all. Weak authentication just provides a unigue identity mumber and a tag containing that

ID number. It is the easiest and simplest way for product authentication.

2.4 Chapter Summary

Summarized from the above literatwe reviews, the root canses and consequences of
counnterfeiting activities have been studied in the former part, which firther stresses the need of
an effective anti-counterferting measure to tackle this difficult situation.

In the second part, an in-depth study of current anti-connterfeiting technologies has been
conducted for the purpose of better addressing the counterfeiting activities. The market trend of
the future anti-counterfeiting technology development. competitive advantages of different types
of anti-counterferting technology have been analvzed. together with the techmical analysis of
some common technologies.

The lLterature reviews has specifically focused on RFID and WEC, the former is the origin
of NFC while the latter is the focus of the application developed in the project. Different BFID
anti-counterfeiting approaches have been studied and evaluation for the study of feasibility of
NFC in anti~counterfeiting. The security of RFID and NFC system 15 also studied for the purpose

of maxinizing the cost-to-break of counterfeiters by the application
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Chapter 3 — Methodology
The ultimate goal of the project is to develop an effective anti-counterfeit application for the
desizner bag industry. Before the start of the project, a clear workflow has to be designed for the

project erganization. The content has to be decided in this chapter too.

3.1 General Structure

Anti-counterfeit Application

Figure 3.1-General Input and Cutput for the project

The diagram sbove has shown the general wotlflow for the project. It is undoubtedly that
the anti-counterfeit application is the core of this project. All the efforts and researches done are
for developing an effective application Therefore, the final output will be the application.

There are three main inputs in this project. Data collection is one of the major tasks.
Without collecting data from the journals, researches theses. reports and even news. the
application designed cannot well-target the root problem that cavsing the counterfeit so prevalent.
If the application cannot address the problem well, it is useless and ineffective.

The second major input is system design and development. The anti-counterfeit system has
27
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to be designed with proper system architecture, right choice for the equipment and interface
desizn before actual development. The framework has to be decided before constructing any
program When the system framework is decided. construction of the program can be started.

Case study refers to the study of information given by Coach a reputable designer-brand
bag manufacturer which has revenue-shanng contract with that brand. The data given by Coach
will be applied in the trial-run of the application. Also, cost estimation of the project will be done
based on the information and forecast of the manufacturer

With only all these three elements together, the application is considered to be completed.
3.2 Project Workflow

Anti-counterfeiting Technologies MFC Technologles Counterfedt [ssues
System Desig
Application Concept Anti-counterfeils Approach System Architecture System Technology
System Development
Application Interface Tag Embedment Provess Cast Estimiation
Discussion
Evaluation & Risk Assesement Linitation Effects on Supply Chain

Further Development & Conclusion

Fizure 3.2-Project Worldlow
The above diagram has shown a more detailed project workflow compared with the
previous diagram. The former 1s more general The project will be generally divided into five
parts which are data collection, system design, system development. discussion and conelusion
with firther development.
Data Collection
There are three major elements in the data collection part. The data collected are mostly

categorized info three major categories which are anti-counterfeiting technology, NFC
28
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technelogy and counterfedt issmes.

The study i other current anti-counterfeiting technology is essential in the application
development. It makes the competitive advantages owned by NFC technology clearer. Also, it
helps better differentiation between NFC and other anti-counterfeit technologies.

The study of NFC technology 15 a mmst in this project as the core of the application is NFC
technelogy. In-depth understanding in NFC allows better utilization of NFC in the application
which could make it more effective and accurate.

Information om counterfeit issues gives a clear and befter view on the today’s world
sitation which could help greatly in the system design for better addressing the problem. Also, it
also raises an alarm that the seriousness of counterfeit activities.

Svstem Tesign

The application concept has to be stated clearly before the start of system design. It helps
better positioning and sharping of the application. The application will be developed according to
the concept stated.

The anti-counterfeit approach used in the application will be designed. It is different from
the anti-counterfeit application. For figure of speech the approach i3 a ‘soul’ while the
application 15 the ‘container”. The approach 15 used to determune the avthenticity of the bag and
the application is a set of interface showing the necessary information and instruction to the users.
Therefore, it is necessary to design the approach first before developing the application.

System technology refers to the necessary setting for the anti-counterfeit project. The
configuration is necessary in the application development while system architecture refers to the
structure of the application.

Svstem Development

A real demo will be shown in this part. It will analyze the application from the vser’s point
of view. The application interface will be extracted from the demo and shown in the report. All

data nsed in this part is all provided by the manufactrer
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Tag embedment process will also be designed for the mamwfactorer. It will suggest how
manufacturer can embed the tags imto the bags during the manufacturing process. The tag
embedment process will be developed according to the mamufacturing workflow of that
manufacturer

Cost estimation will also be done in this part. The forecast data is given by the mammfacturer
too. It will estimate how many resources and how much investments needed to be put in the
project. Beturns on investment and payvback period will also be caleulated in this part.
Discussion

Risk assessment of the application will be done to evaluate the effectiveness. Comparison of
other approaches with the approach developed in the project will also be shown to compare their
capabilities in dealing the potential security threats. This 1s another type of evaluation.

Limitation of the application will also be discussed. Although the application developed
may have competitive advantages over the others. there are seme shortcomings at all. The
dizcussion on limitation allows rooms for forther improvement.

As the application has placed influences on the supply chain it is essential to discuss the
effects placed on different stakeholders. The stakeholder involves retailer, customer
manufacturer and the brand owner Different effects placed on the stakeholders may affect the
implementation of the application

Conclusion and Further Development

Further development refers to the further exploration on the potential of the application. The
application not cnly can be used for anti-counterfeiting purposes. but also can be used in other
aspects such as marketing. Customer-selationship management is a desirable aspect for the
further development.  Thus, in this section, different concept other than anti-counterferting will
be suggested and discussed. Although they have not been implemented in this project. it is

possible to investigate in fiture researches.

30
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3.3 System Design

Meeting with
Manufacturer-

Coach cli

Eclipse S ava

Background

Study

) System

Data Collection Development

Figugre 3.3 Designs and Development

Testing

Trial
Run

Evaluation

It is necessary to collect data from the designer bag mammfacturer for the design of the

application. Background study should also be conducted to investigate the root causes of the

connterfeiting activities for better addressing the problem. It is also required to study the current

anti-counterfeiting technologies, such as bar code and laser printing, for developing an effective

anti-conmterfeiting application.

The NFC-based mobile application will be written in JAVA langnage and developed by

Eclipse, programming software. Eclipse is the most commen software in constructing Android

application.

The evaluation will be done by having application testing and trial ron. The effectiveness

and result will be evaluated by different perspectives, including risk assessment, cost estimation.

il
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Figure 3 4-General flow of Anti-counterfeit Application

A general flow of the application has been shown by the diagram above. The concept of the
application is to allow user to vse their smart phone to detect and read the NFC tag embedded
mside the bag.

The application will thereby cbtain the information and data stored in the tag and then
transfer back to the clowding server for authentication Once the server has received the
mformation and data sent from the application it then will start to authenticate the product
according to the information received.

When the server has fimished the authentication, it will soon send the avthentication result
back to the application Thus, the applicaticn will show the result to the nser once it receives the
result sent from the server. The avthentication process 1s over.

The whole authentication process is completely relied on the clouding server placed in the
LT department in the company. The application will only act as a bridge for the commmunication

between the server and the tag. Therefore, the core will be the server.

12
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Chapter 4 — System Design and Development

This project aims at dewveloping an effective and reliable NFC-based anti-counterfeit
application for designer bag mamufacturers. This chapter will be divided into six sections, which
are application concept, hybrid approach. system accessories and system architecture.

In the first section the application concept will be defined which limits the uses and
functions of the application. The application will be developed according to the concept defined.

The second section will introduce the original anti-counterfeit approach designated for the
mobile application Algorithm of the approach will be explained in this section. The security
layers of the approach will also be analyzed.

Mobile requirement for the application will be listed out in the third section. This is the
basic requirement for the mobile to run the anti-counterfeit application. Hardware requirement
for server will also be listed for company to run the authentication program

System desion and architecture will be explained in the fifth section. Authentication process
and application structure will be presented. It will also inchide the structure of authentication

server and database.

4.1 Application Concept

| Authentication

/" Anti-counterfeit Application ‘

Customer
Confidence J

Supply Chain

L Value

Figure 4.1 Conceptual Framework: of the application
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There are three objectives for the anti-counterfeit application These cbjectives have molded
the prototype of application. The application has to achieve the following expectations:

1. To provide precise authentication for the potential customers. The application should
be able to avthenticate both first hand and second hand designer bag. It should also contain
resistances to different external threats such as tag cloning and manipulation of tag infermation.

2. To increase customers’ confidence in buying genuine desioner bag. The application is
designed as company-based. Therefore, the application is designated for one company’s products.
Other designer brands’ products cannot be aunthenticated by the application With products’
genuineness guaranteed by the application, the customer confidence will be inereased.

3. To add value to the company’s supply chain The application brings integration of
mformation system and supply chain management. It helps the company to have better contrel of
the flow of products and make better strategic decisions by assigning tags to each product.

The anti-counterfeit application will be constructed under these three main objectives.

The characteristics of the application determine the system accessories and application
configuration. To fulfill the three objectives of the application. the characteristics have been
positioned as the following:

1. The application is allowed to be used in multiple locations
The application is designed to be portable. It can be used when there are products needed for
authentication The conumon location for using this application will be retail shops, auction sales,
booths and boutiques. High accessibility is allowed by the application

2. The application iz allowed to be used by multiple parties
The application does not limit the user entry. The entry requirement of the application is very
low therefore it can be used by multiple parties. The anthorized level is equivalent to all users.
they are treated equally in the application.

3. The application adepts membership policy

The application reguires users to first register an account from the brand owner through the
34
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company website to protect the application from abuse by counterfeiters. The member policy
provides a certain level of security in anti-counterfeiting. Massive authentication by one account
will raise the company’s attention.

4. The application should have an appropriate security level
Anti-counterfeiting technology should be amalzamated with the application to prevent potential
security threats in order to provide a reliable authentication to the customers. The appropriate
level of security can strike a balance between cost-to-break and the investment cost.

5. The public should be invelved and to participate in the authentication process
The idea of the application is to prevent the potential customers from buying counterfeits
unaware and to increase the customers” confidence to the company. Allowing the public, which
are considered as potential customers, to participate in the authentication process can maximize
the security of anti-counterfeiting technology and increase their confidences towards the
products.

6. NFC technology is the core comyponent in the application
The application will be on WNFC-based NFC technology has strong potential in
anti-conmterfeiting and provides strong flexibility to the application. NFC provides tracking of
products separately and allows unigue identification Therefore, the application will integrate
with the NFC technelogy for anti-counterfeiting purpose.

7. The device installing the application should be very common among the public and is
required to be compatible with NFC technology
Mobile phone will be the device for installation of the application. Because of the requirement of
high accessibility in multiple locations, mobile phone is the only desirable device for rmnning the
application. It is becanse the phone can be used in different locations and 13 able to connect to the
mternet when necessary. Mobile phone is indispensable tool in the society. The universality i3
very ligh Therefore, the compatibility with mobile phone can allow the public to participate in

the authentication process.
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8. Server authentication and mamual awthenmtication are both implemented in the
authentication process
To provide precise authentication, both types of anthentication are adopted to tackle any possible
potential threats. Server authentication eliminates the low level technology-enabled
counterfeiters from copying the products while the manual avthentication can tackle the high-end
connterfeiters with irreplaceable material used for the products and uvnclonable physical
anti-counterfeiting features. The implementation of server and manual avthentication can
maximize the authentication accuracy.

9. Simple. fast and precise are the core values of the application
The application amms at providing a reliable and precise authentication to the users, which are
potential custemers. by a simple application with clear instruction in a very short processing time.
These three core values represent the competitive advantages of application compared with other

anti-counterfeiting technology.

4.2 Algorithm - Hybrid Approach

Hybrid appreach is the original anti-counterferting approach developed in this project. It is
designated for the NFC-based anti-covaterfeiting application This approach applies the key
concepts of four approaches introduced in the previous section. They are specific featnres-based
approach. tag avthentication appreach. location-based approach and weak auvthentication
approach.

The hybrid approach amalgamates and integrates them into one. It provides synchronized
secret, serial number, manual authentication and e-pedigree. To conclude, this hybrid approach

contains four lavers of secunity for the authentication purposes.

4.2.1 Synchronized Secret
Synchromized secret is the well-developed and commeon method to secure tags from cloning

by low cost. This method focuses on the rewritable memeory of the tags. The tag will contain a set
36
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of dynamic mumber in the rewritable memory that will be changed every time when it i3 detected
by a genuine reader. That set of dynamic munber is called synchronized secret. The synchronized
secret stored in the tag can also be considered as one time token that will be updated
synchronously in the back-end system. The database will keep track of the synchronized secret

that 15 written on the tag to detect any synchronization errors.

5 Rewrite
MNew 55
4 Assign
New 55
3. Authentication
2. Receive 55 ] Read 55
from app

Figunre 4 2-Synchronized Secret Procedure

In this application, when the NFC tag reader identifies and reads the NFC tag embedded in
the bag, the authentication server will first verify the tag's static identifier which is the wnique
ID mumber of the tag, if the ID is valid, the authentication server will then compare the
synchronized secret stored in the tag with the one recorded in the database. if they are matched,
the tag is considered to be valid and passes the first check If they are different, synchronization
error 15 detected and alarm will be triggered. the tag will be considered as cloned tag in the
aspect of tag authentication, the alarm will be shown in both application and database server.

Comparison between Synchronized Secret and Encryption

In tag authentication the commeon approach is using encryption to authenticate the tag
However, the results are various. Synchronized secret is the recent research development. It is
proved that it can authenticate the tag effectively and provide cloned tag detection in different

researches. The table below has shown the comparison of synchronized secret and encryption

Table 4.1-Companson of Synchronized Secret with Encryption in different aspects
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Synchronized Secret Encryption for tag
anthentication
Initial Investment Cost L L |
Cloned Tag Detection v x
Range of Tag Selection 4
Cost Per Tag ¥
Processing time for
¥ +
Authentication
Network Traffic Amount L 4 L |
Server Processing Power
¥ *
Eequirement

Encryption is the process of encoding messages and information i a way that only
authorized parties can read it (Goldreich, 2004). Common encryption method includes
symmetric cryptography and asymmetric eryptography.

Encryption can be vsed as an authentication method by encrypting critical information such
as ID ommber which is stored in the tag and only awtherized party or genuwine manufactorer can
read the ID mumber. The tag is considered to be gemmuine when the mformation decrypted in the
tag is valid. Therefore, if the counterfeiters can crack the encryption, they can clone the tag.

Synchronized secret is different from encryption. It is amother type of authentication
appreach. It compares the dynamic password of the tag with one stored in anthentication server.
The table above has shown the differences between synchronized secret and the encryption.

For the initial investment cost, according the Kelly (2006), genunine owners have to spend at
least 3.7 mullion on purchasing encryption tools. Developing own encryption protocol even cost
the developer more. Synchromized Secret does not require manufacturers to purchase encryption

tools. The mitial cost on equipment is much smaller compared with eneryption. It also does not
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require manufacturers to put computational resources on developing encryption protocel
Therefore, synchronized secret is much more suitable for the manufactorers who have limited
tudget.

For the cloned tag detection, synchronized secret offers detection of cloned tag by triggering
alarms when the one time token stored in the tag does mot match with the one stored in the
database. However, for the encryption, it does not offer any clone detection, it is only responsible
of hiding the critical information from the vorelated and vnauthorized party. If the covnnterfeiters
clone the tag successfully, the genuine manufacturers will not notice any cloned tag.

There are more types of tag can be choszen in the synchronized secret approach. Low-cost
NFC and RFID tag can be used in this approach Passive tag can also be nsed under this
approach. However, for the encryption, some low cost tags cannot be chosen becaunse of the
limited capacity of the tag. Encryption requires more capacity to store the cipher text content.
Less range of tags is available for the encryption.

Cost per tag is much higher than that of tags woder synclromized secret approach.
Encryption requires tag with hizher processing power. The cost of tag itself is already higher
than those adopting synchronized secret. The manufacturers are also required to encrypt every
tag, thus, the variable cost 1s higher than just that of inputting data into the tag.

The processing time for authentication iz shorter under synchronized secret. The
authentication server only needs to validate the static identifier of the tag and compare the one
time token of the tag with the database’s. However, the encryption requires the authentication
server to read the cipher text first, and decrypt the cipher text, it may take arovnd 30 seconds to
decrypt the message if simple encryption method such as symmetric cryptography is taken (Kelly,
2006). The processing time varies from the sophistication of the encryption method.

During the authentication process, the nser needs to connect his mobile phone to the internet.
Synchronized secret consumes less netweork traffic than emcryption. It is becanse during the

authentication, the application only needs to transfer the UID of the tag and the one-time token to
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the authentication server. if the tag is genuine. the authentication server will send back ancther
dynamic password to the application. However, the encryption method requires the application to
send back the cypher text to the server, the text file is much larger than the synchronized secret
and UTD. After decoding the text file, the authentication server is also required to send back the
decrypted file to the application. The whole process consumes more network traffic amonat.

The processing power requirement of the server varies from different methods.
Synchronized secret requires lower processing power than encryption method. It is because the
former does not need the server to do decryption work. If there are large amount of cypher text
files needed to be decoded at one time, bottleneck problem will be ccourred in the server with
lower processing power. Therefore, vnder encryption approach, it is commeonly required server
with high processing power.

To conclude from the above assessment, synchronized secret is more suitable for the mobile
application. The low investment and wamable cost allows more small fo middle enterprises
(SMEs) to join the NEC anti-counterfeit mobile application. The low network traffic amount and
processing time attract more users to use this application. The cloned tag detection allows

manufacturers to locate the cloned product.

4.2.2 Serial Number and Specific Features

In this hybnd approach, the second and third layers of security are serial sumber and
specific features. In this approach, the synchronized secret and e-pedigree are independent. they
wotk individvually. Their results are individually accessed. However, serial number and specific
features are inter-related. Their results are not individually accessed. They are a chain.

Serial mumber is unique ID nember for each product It is different from the unigue
identifier used in the synchromized secret. The unigue identifier is the unique ID mumber of the
tag, not the product itself The senial number is the unigque ID munber of the product itself

In this stage, the application will first read the senal number and the vnique identifier stored
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m the tag and then send them back to the authenfication server If the serial number and the
unigue identifier are validated and matched with the database record, the authentication server
will send the information containing critical information. which is the information about specific
features of that product. to the application and show the information to the wsers for fiwther
manual authentication

The serial mumber will not be shown during the authentication process to prevent any leak
of serial number to the counterfeiters. The application will show validation result of the serial
mumber. Also. if the serial number does not match with the record in database, the user is not able
to continue the specific-feature authentication.

Comparison of Serial Number and Digital Signature

It iz different from the traditional specific-featwre authentication The traditional
specific-feature authentication focuses on the wse of digital signature while the hybrid approach
will focns on serial mmumber. The reasen of choosing serial number to establish the connection to
the awthentication server 15 the cost burden of the manufacturers and the low price/performance
ratio.

The synchronized secret stored in the tag is already uvsed as tag authentication; therefore,
nsing digital signamire to authenticate the tag itself is a replicate act. It cannot be denied that the
authentication accuracy will be increased However, the authentication accuracy will not be
significantly improved if digital signature is adopted. It is because the application does have
other four layers of security to assure the authentication accuracy. Adding digital signamre will
slightly increase the accuracy only. Also, this replicate act will result a collision with the
principle of cost-to-break.

The cost-to-break principle aims at discovering the lowest expected cost for anyone to
dizcover and exploit a vulnerability of cne particular system (Lhtonen et al, 2012). Therefore,
during application development. as long as satisfactory authentication accuracy rate is

goaranteed, the developer should adopt the lowest developing and operating cost for the
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application.

Therefore, in this application mamal authentication tag authentication e-pedigree and
serial number are enough for one authentication, the authentication accuracy is guaranteed.
Second. adding digital signature will not improve the application significantly. Third, developing
digital signature for each product consumes large amount of resources, including computational
and manual resources, the development and operation cost are very high. The price/performance
ratio will be very low.

To conclude, digital signatwre 15 considered not suoitable for this NFC-based
anti-coumterfeiting  application  Serial number and the umgue identifier are enough for
establishing the connection to the anthentication server.

Manual Authentication

The specific features anthentication is the third layer of security which will be triggered
after the product passes the serial mumber avthentication It 1s a type of manual authentication. In
this stage, hnman interference is inserted for the security.

Users are provided with detailed information about the anti-counterfeiting features of the
products, in this study, it would be designer bags. There are pictures showing the
anti-counterfeiting features of the bags such as the inner bag logo, the sewing style and the
leather textures. The users can further authenticate the bags based on the pictures and
mfommation provided. A secure connection to the server will be established during the specific
features authentication

The mammal awthentication further enhances the authentication accuracy by authenticating
the physical features of the products. The fnll reliance of the NFC tag in the anthentication may
cause a potential risk that the authentication will be inaccurate if there is any volnerability of the
authentication system. With the inspection of physical anti-counterfeiting features included
during the authentication process, it can avoid the nonecessary risks brought by the full reliance

on the tag. Also, the difficulty in 1:1 forgery of physical anti-counterfeiting features further
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significantly increases the nsk-return profile for the counterfeiters.

Therefore, with the manual authentication inchuded in the suthentication application. the
cost-to-break for the counterfeiters will be hardly afforded. The risk for selling counterfeit bags
will be very high. The counterfert activities will be effectively combated. Also, the authentication
accuracy will be significantly increased with elimunating the potential risk of diseovering

vulnerability by counterfeiters due to the full reliance on the tag.

4.2.3 E-pedigree

E-pedigree is the final security layer for the anthentication It provides the logistics record
of the scanned product to the wser. E-pedigree will show where the product is currently located
according to the company’s information.

The logic behind E-pedigree for authentication is that if the product is not currently located
at the place where the company’s record states, the product 15 considered as counterfest.

Taking a IV Neverland bag as an example, a potential customer finds it discounted in a
small boutique in Hong Kong. He doubts its avthenticity so he decides to use the NFC
anti-counmterfeit application to avthenticate the bag before maling any purchasing decision. After
scanning the tag, he first clicks the E-pedigree to check the logistics record of the Neverland bag.
The record shows that the bag is cumrently located at flagship in New York which does not match
with the fact. Based on the logistics record provided by the company, the user is alerted that this
bag is not gemine.

The authentication server will search the logistics record of the product according to the
tag’s nmicue identifier. which is the UID of the tag. The UID of the tag will be obtained by the
authentication server from reading the tag at the beginning.

The status of the product will also be shown in the E-pedigree. The user will be notified if
the product is sold. The company will not update the logistics record of the product after the

product is sold.
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The reveal of the product status can eliminate the unnecessary misunderstanding of
seconnd-hand bag. The use of the product will not be in the control of the company after the
product is sold. Therefore, it is not the company’s contrel of the second hand bag market.
However, it is the company’s responsibility to guarantee the authenticity of the bag, no matter it
15 sold or not. For this reason. showing the status of the product can help the buyer to
authenticate the second hand bag.

E-pedigree 15 another type of manual avthentication The user has to verify the place where
he meets the product with the location given by the company. The complexity of this manmal
authentication iz far less than the specific features awthentication which requires the user to

examine the physical anti-counterfeiting features of the bag.

4.3 Authentication Result
The structure of the hybrid approach has been presented in the above section. The hybrid
approach has equipped with 4 security layers which are synchronized secret, serial mmmber.
specific-features anthentication and E-pedigree. These fouwr security lavers provide tag
authentication, ID avthentication. location avthentication and physical features authentication for
the product.
Table 4 2-The algorithm behind the hybrid approach

Genuine Pass Pass Pass Pass
Counterfeit Fail Fail Fail Fail
md bag .

[Connterfeit Paszs Pazs Paszs Fail
Counterfeit Pass Fail Pass Pass
Counterfeit Fail Paz= Pazs Paszs
Counterfeit Fail Fail Pass Pass
Counterfeit Pass Fail Fail Pass
Counterfeit Pass Pass Fail Fail

The above table shows the algonthm of idenmtifying gemmine and counterfeit goods. A
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product will be considered as genuine only when it passes four inspections. Produet failing any
one of the three inspections, which are serial nomber, synchronized secret and specific-features,
it will be considered as counterfeit.

The only exception is products which only fails location authentication Under this
circumstance, the user will be provided with the current product status to further authenticate the
product. If the product status shows the product has been sold, the fail in location avthentication
will become reasonable as the company 15 no longer in possession of the product. Therefore, the
product with this authentication result will be considered as second hand bag. If the product
status shows that the product is still on shelf, then the product examined will be considered as
counterfeit.

Under this algerithm the application is able to avthenticate the product; no matter it is
second hand product or brand new genuine product. In the aspect of second handbag market, the
algorithm not enly protects the anthenticity of second hand product, but alse put a stop on

counterfeiters to invade second-hand bag market.

4.4 System Technology

It 15 essential and necessary to select system accessories on both hardware of server-side
and client-side before developing the application. The system accessories will be divided into
two types. which are accessories to run the mobile application in the aspect of the nsers, and the
accessories needed to operate and perform the authentication services by the company.

Powerful computers with high processing power are needed for the company to operate and
perform the authentication services to users. They are used as servers to provide high processing
speed and large storage capacity to the awthentication. Servers are classified into two types,
which are database server and authentication server respectively. The former is responsible of
storing the basic information and the anti-counterfeiting data, especially synchronized secret and

mformation related to specific features, of each product. The latter is focus on anthenticating the
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authenticity of the products. It includes sending. recemving and processing the data transferred
from the database servers to the mobile device.

Network system should be prepared and installed for the internet access from end-users to
the servers in order to operation the authentication Broadband network should be adopted to
deal with the large amount of data transferred and maintain short response time from the server
to the end-user. Optical Fiber 1s recommended in this set-up.

For the implementation of the anti-counterfeiting application, there are software packages
needed to be installed to provide the services to the end-users. Database server is run based on
SOL lanmuage and thereby Database Manasement System is necessary for the operation of
database server.

The Anthentication server is built upon programming languages which are JAVA and C++
respectively. Langnage packages should be installed properly before the development and
confisnration of the authentication server

There are requirements for the end-users to mn the application. Mobile phone with NFC
function is a must for muoning the operation The application relies on the NFC reading device
mnstalled in the mobile phone to read the NFC tag embedded in the product.

The application is only compatible with the Android system which is the only system
allowing the NFC read'write function Mobile phones with I0S, Symbian or Windows Mobile
are not able to mn the application. The version of Android system is not imited for mnning the
application. It is compatible from Android 2.1 to 4.2 Tee Cream Sandwich,

NFC tags play an essential and critical role in the anti-counterfeiting application Unigue
identifier stored in the NFC tags helps authentication server to identify the products and give
appropriate response. Becanse of the special nature of synchronized secret, NFC tag should offer
read/write protection and authentication. Access control should also be provided by the NEC tag.

MIFARE Classic is the recommended NEC tags for the application.
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Figure 4 3-Diagram showing the general system set-up

The above diagram shows the general setting of the anthentication system Database server.
or called SQL server, will connect to the authentication server by optical fiber, to achieve
maximum bandwidth for efficient data transmission.

The authentication server will communicate with the end-users through TCP/TIP. TCP/TP is
the internet protocel vsed by the internet. The server will transmit data through internet to the
mobile phone where the anti-counterfeit application is installed in.

The authentication server will have interaction with notebooks and workstations through the
portal. The portal alse requires internet access for data transfer. All tasks must gone through the

authentication server.
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4.5 System Architecture

4.5.1 Application and Sever Architecture

A counterfeit application with hybnd appreach has been designed to combat fierce
counterfeiting activities in designer bag market In this section system architecture of the
application will be designed and shown. It includes system architecture of the application and
thee server Authentication flow, including client-side and server-side, and dataflow diagram will

alzo be shown in this section.
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"
.

?E:_r:gern'al

Internal

Temrrmrmmrar = rmarn

Figure 4 4-System Aschitecture Of The Application

Linux Kernel is the basic and the lowest layer in the application. The cperation system of
Android is built based on the model of Linux Kernel. This laver is responsible of interacting with
the hardware of the mobile phone and contains all important and essential hardware drivers,
mcluding camera and display screen.

This layer is essential for the NFC device installed in the phone. The NFC driver mmst be
mstalled in this layer in order to run the device. When the driver is properly installed. the
application will be able to read the NFC tag embedded in the bag.

Libraries and Android Runtime are both belong to the second layer, but they are separately
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operated. Funtime is used to mun the application under optimize condition It helps the
application to consume less processing power and memory.

Libraries enable the device to execute different forms of data. It consists of C++ language
and JAVA which is the programming language nsed in the application. The media codec stored in
libraries provides sound effect to the application. Also, OpenGL provides rendering of 2D and
3D graphics to the application

Application and Application Framework form the external part of the whole system.
Framework provides direct interaction to the wsers by providing graphical user interface. It helps
managing the activity held by the application. It also is responsible of content management.

All these three layers contribute to the operation of application. Without these three layers,
the mobile will fail to mn the application and provide its fonctions. The wvariables of those layers

are needed to set very carefully for the development of the project.
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Figure 4.5-Server System Architecture of the anti-counterfeit application

The server system is divided into three tiers which are presentation tier, application tier and
information services tiers. The logic of this structure is to breakdown the major activities of the
authentication into different minor tasks for the transmission, search and calculation process.

Presentation Tier

This tier has direct interaction with the users, inclnding the end-user and the programmer, or
called responsible party. The former will use the application through the graphical user interface
provided by the application which is built based on Androdd, the mobile operating system.

The latter will input the product data, including tag information, tracking record and other
product data through the portal into database server They will also provide content governance
to the system. Imterface components are vsed to decorate the peortal interface and to allow the
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user to interact with it. All activities are needed to go through the portal

At all, there are two systems, which are application and the portal, which is not the focus in
this project, provide different services to cliemt. Only officers responsible of product data entry
mput will be authorized to use the portal to manage the system The other system is application
which is used by the end users to authenticate the product.

Application Tier

The application server tier is the most essential part in the anti-counterfeit application. All
authentication operations have to be processed in the application server. The mobile application
only acts as the middleman between the user and the authentication server.

The authentication server will be responsible of providing serial mumber anthentication and
synchronized secret authentication to the wsers. Authorization is also part of the server’s tasks.
For example, the server will check and certify the vser’s membership validity and authorize them
to use the mobile application. It also specifies access rights to different resources and offers
mformation security.

The server also provides assistance to end-users for forther manunal anthentication It
provides information and data recquired for specific-features authentication and E-pedigres.

Search capability and Fead Write capability are also performed by the authentication server.
It will give search command to database server for searching required data and information
ReadWrite capability is to give and perform tag writing and reading in remote mode through the
mobile application.

Clone detection 1s designed for protecting tag cloming. When the synchronized secret stored
m the tag does not match with the one stored in the database server. the authentication server will
trigger an alert immediately. The alert will raise both the end vser’s and company’s attention. The
company will thereby talce further actions when alarm is raised.

Secure connection offers data protection during the internet transmission of two platforms.

It masks sensitive and confidential data from third parties and provides verification of the
il
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mterested party’'s identity who invelves in the exchange of data. Third party is not able to view
and meodify the protected data.

Secure Sockets Layer (SSL). a commen encryption protocol used by various industries, will
be nsed to encrypt the transfer channel It will be applied to the Client/Server transmission.

Server/Client application offers system activation. It allows commmunication between layers,
execution and caleulation of programs and activities. It is a set of program for authentication
system. The core fonction i3 no major different from operation system. The application can be
considered as a “heart” to keep the system “alive’, such as doing avthorization.

Information Service Tier

The major activity in information service tier is data storage. It provides necessary data for
the system during awthentication This data warehouse consists of different miner database
servers for various types of data and purpeses.

It includes database storing membership information, product mformation, synchronized
secret and specific feature information All data are well-classified and categorized in this layer
m order to achieve effective and efficient data search

The database will be contimously updated. especially the one storing synchronized secret.
Each synchronized secret stored database is synchronized with the corresponding tags. Officers
responsible of mammal data input can access the data warehouse through portal installed in
workstations.

Data Directory acts as a catalog which indicates the location of a particular data. It indicates
user a path to find the data. Also. it provides serialization to the database. Thus, effective comtent
governance can be achieved. Data redundancy can be prevented.

DMS, the abbreviation of decument management system. is a computer system installed in
the database. It iz also the core compenent of this tier The major function is to track and store
different electronic documents, data and information. It provides history tracking to the users.

DMS acts as the backbone of database. Storage, versioning, security, integration and indexing
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are all provided by it. Only authorized staff can modify the database.

4.5.2 Authentication Process

Figure 4.6-Cross-functional Workflow of Authentication Process (Server-side)
The above diagram focuses on the server-side of the authentication process. The process has

been categorized according to the execution device. There are three major systems involved in
i3
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the authentication process which are application. avthentication server and database server.

The application in this diagram refers to the mobile application mstalled in the end user’s
phone. The actions taken in the application will call activities in authentication server and
database server Therefore, it is necessary to include application which is not belonging to
server-side, in this flow diagram. Also, it is noted that nternet access is necessary for munmning the
application.

When the vser login the application with ID and password, the database server will search
the membership database immediately when the data is received successfully. The authentication
server will verify the membership according to the information sent from database.

When the ID and password that end user have entered are proved to be matched with the
membership database record by the authentication server. the anthentication will send command
to the application and unlock it. The user can thereby read the tag by application.

The application will scon send back the information of tag read to the authentication server
Once the authentication server recerves the data, it will automatically give search command to
the data warehouse. The data warchounse will thereby search the product data according to the
data read from the tag.

The database will send the search result and the required data to the authentication server.
First. the anthentication server will start synchronized secret anthentication for tag verification It
will compare the secret with the one stored in the tag. If the tag passes the synchronized secret
authentication the server will enter the next stage.

Serial number anthentication will be held immediately after the pass of tag authentication
The server will verify the existence of serial oumber. If the serial number is validated, the server
will send tag renewal command to the application, and then the application will write a brand
new synchronized secret to the tag. and the database will vpdated synchronously.

When the synchronized secret renewal i1s successful, the authentication server will sort out

the mformation needed for mannal authenfication and result of antomatic authenfication. and
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send to the end-user and show them in the application. The server cycle is owver at this stage.
The diagram below shows the client-side of the authemtication process. The difference
between with the above diagram is that the end-user can verify the awthenticity of the product

according to the result sent from the server and by manual authentication

h
Ln
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Figure 4. 7-Cross-functional Wotlflow of Anthentication Process (Client-side)
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4.5.3 Data and User Flow

-—Evpudlyﬂ and Specific Features Information

Mismbership Confidential

Imfarmation Stored In Tag

Tag Unique ldentifier and Synchronized Secret

Figure 4 8-Data Flow Diagram of the Anti-counterfeiting Application

Data flow diagram represents the flow of data through the system It shows the types of data
mput and output through the system The route of data will be clearly shown in this diagram
Data processing time will not be shown in this diagram.

End user in this diagram refers to the wser using the application. The first step requiring data
and information is membership authentication It needs the end-user to submit membership
confidential for authentication

Tag reading. the second procedure, will retrieve information and data stored in the tag.
Those data is essential for the authentication.

Tag unigque identifier and synchronized secret, which is part of the information retrieved
from the tag, are used in synchronized secret anthentication the third procedure. Serial number is
critical in the fourth and fifth procedures. The former needs to verify the validity of serial

mumnber and the latter will be held based on the ID) number.
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The final data flow will be the search result generated from the fifth procedure. The end
nser will obtain E-pedigree and specific-features information for their manunal awthentication

together with the result of serial number and synchronized secret authentication.

Login Page | Ready-to-Detect Page Resul
o Chack the result of auto-
Input Userrasme and Put the phone closa to il e s
Password tha NFC tag sl e
|

Figure 4.9-User interface flow diagram

The user interface flow diagram shown above has molded the mock interactions that the
nsers have with the anti-counterfeit application. It has three major interactions during the
authentication

First, the user is required to login with username and password. Second, if the login is
suceessful, user is given the instruction to start the authentication The user is instructed to use
the application for NFC tag detection.

When the NFC tag is read successfully, the application will wait for the server response.
When the response is received, the authentication will move to the next stage which the nser will
be able to check the awtc-authentication result. In the following, the wvser can do manwual
authentication based on the information shown in the application This i1s the last interaction

between nser and the application.
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Chapter 5 — System Prototyping

In last chapter, it mainly focuses on the application concept, the algorithm and the stmcture
of hybrid approach, together with the presentation of system architecture design.

In the following. a beta test will be conduncted for the application. The application demo has
been developed for the implementation. All Product information and mamfacturing weork flow
used in this beta test have been provided by a reputable designer brand manufacturer.

The application interface will be firstly presented, together with the tag embedment process

in the following section and the cost estimation for the anti-counterfeit system also.
5.1 Application Interface

5.1.1 Equipment and Devices

The table below Lists the features of the phone nsed in this beta test. Google Nexus 4 is the
first model developed with NFC device. Most current mobiles with NFC function are all
developed based this model. Applications developed on Nexus 4 allow great compatibility with
other smart phones. Therefore, Nexus 4 is chosen to be the application device.

Table 5.1-Major featores of Nexus 4 for application development

Operation System Android
Version 4.1 Ice Cream
NEC function Enabled
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5.2-Specifications of Tag used in trial mn

Version MF1 IC 550

Operating Distance Up to 100mm

Operating Frequency 13.56 MH=z

Fast Data-Trnnsfm' 106 kbit's

High Data Integrity 16 Bit CR.C, parity, bit coding, bit
counting

Anti-Collision Enabled

Tvpical ticketing transaction <100 ms

EEPROM

Tag Memory 1 Ebvyte, orgamized in 16 sectors with 4
blocks of 16 bytes

User definable access conditons for Enabled

each memory block

Data Retention 10 years

Write Endurance 100,000 cycle

Security

Authentication Enabled with mutual three passes

Data Encryption Enabled

Replay Artack Protection Enabled

Multi-application with Key Hierarchy Enabled

Key Identifier Enabled

Transport Key Protection Enabled

The tag used in this demonstration is Mifare RF which provides high price/performance and
satisfactory capabality for product anthentication It is usvally vsed as contactless smart card with
very flexible size. It 15 very suitable to be embedded in the bag.

The tag is passive contactless. It does not require any battery. Therefore, the cost is very low.
Also, the inexistence of the tag aveids vnnecessary inconvenience to the buyer. It is very suitable
for short range NFC mobile application. It is simple to use and does not require any sophisticated
technology which prevents high investment cost of manufacturer. The best benefit brought by the

tag is long lifetime. As there is no mechanical wear required. the effective time for data retention
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can be up to 10 years.

Anti-collision fonction provides simultaneous operation of the tag. Multiple tags can
operate at the same time without data collision It can ensure the transaction performed by each
mdividual tag can be executed correctly without any data corruption.

The data transfer speed of the tag is 106kbit's which is average among all classes of NEFC
tag. It is already enough for product authentication Taking a typical ticket transaction as an
example, the tag can be able to finish the transaction within 100 mile second. The transmission
rate i3 enough for the authentication purpose.

The tag also places high emphasis on security 13sues. Authentication is provided with three
mutueal passes by the taz. Data cyphening and respense authentication are also equipped by the
tag. Tag tampering can be prevented. This has given a competitive advantage to those low cost
tags such as Mifare Classic. Two vnique tag identifiers are given by the tag for double tag
authentication and guarantee the tag niqueness.

Orverall, the low-cost tag selected is able to fulfill the tag requirements of hybrid approach

and user expectation.

6l
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5.1.2 Interface Analvsis

Figure 5.1-Login Page of the Application

This is the login page of the anti-counterfeit application. User ID and password are required
for membership authentication. The diagram in the right shows the result of fail membership
authentication

The membership allows the company to track the tag detection record of users. The
membership registration requires users to enter their persomal information such as Hong Keng
Identity Number.

Therefore, the counterfeiters may not able to use the application to massive detect the tag
mformation for counterfeiting purposes. Any suspected detection will raise the company’s

attention and further action will be taken.
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Figure 5.2-Tag Detection Page of the Application

When the user successfully logins, it will turn to the next page where further instruction is
shown The page will first show the login status to the wser. “Login Success!™ has been displayed
on the bottom of the sereen which is shown in the left diagram

Together with the login status, the screen also gives the instruction of “Please Place You Tag™
at the top. It is a ready-to-detection signal to the user The application is under NFC reading
mode which will immediately and automatically detect the tag nearby.

The diagram on the right demonstrates the fail tag detection. A “tag invalid” message has
been shown in the screen, together with the fail signal displayed at the top of the screen. There
are few reasons of fail tag detection:

1. It is not an authorized tag; therefore the application is not able to exiract the tag
mformation
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2. It 1s a fake tag. Counterfeit bag is determined due to inexistence of tag information
stored in data warehouse. The authentication server even cannot find a matched record in it.
Therefore, it shows “the tag is valid™ at the page

3. Unsuvccessful NFC tag detection. The detection process is intermupted due to the
mappropriate place of WFC tag.

4.  The tag is damaged and unable to be read by the application Thus, the application will

determine the invalidity of the tag.

(2 more images for PPT)
If the tag is invalid, a message will appear, asking whether or not the user would like to

report this event. If the user selects YES, he/she will be asked to fill a simple reporting form and

post related pictures, as shown in the figure just above
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Figure 5.3-The Main page of the Application

After successful NFC tag detection, it may take time for the application to send the data
retrieved from the tag back to the authentication server. When the avthentication process held by
the server finished, the application will receive the information sent from the server, and then
those will be displayed in another page.

In this page. name and photo of the product will be shown. The product examined in this
beta test is Gueei Classic. The picture of the bag can be enlarged by clicking the pesition of the
photo on the sereen.

Ths, if the product name and appearance shown in the application are found vomatched
with the bag examined, the bag will be considered as counterfeit. This 1s the very first and simple
authentication procedure.

The validity of the serial number will not be shown in the application It is used to minimize

G5
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the possibility of cloning. It prevents the counterfeiters from copying the serial number to forge
the product information stored in the tag.

The result of the serial mumber authentication will be shown next to the serial mumber. In
this case, the serial mumber is valid. Therefore, it unlocks the specific-feature anthentication and
E-pedigree to the users as these two types of information are given based on the serial number.

User can click the middle section of the page to view the tag authentication result sent from
the authentication server. The tag authentication is held independently. Therefore, if the serial

mumnber is invalid, the user can still view the tag authentication result.

Tag Information

Figure 5.4-Tag Information Page of application
The layout is very simple in tag information page. It only shows tag version and tag identity
m this page.
The tag identity refers to the synchromized secret stored in the tag. When the authentication
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server finished the authentication, the result will be shown in this field. In this case. the Gueeoi

Classic passes the tag authentication.

Specific feature check

Inside-bag Tag

SHumbering Tag

Button Style

Inside-bag Logo

Leather embossing style

Figure 5 5-Specific-feature page of the application

Photos of physical anti-counterfeiting features or characteristics of the bag are shown in this
page. Enlargement of photo can be achieved by clicking the phote. Descriptions of those features
and characteristics are placed next to the photos for assisting the user to do manmal
authentication

In this case the Gueer Classic can be examined manually by checking whether there is
mnzide-bag tag with the comect design or numbering tag with matched number shown in the
photo. The button style, which the button is exclusive owned by the brand and designated for the
particular bag. can also be part of authentication. Inside-bag logo with the correct printing. and

leather embossing style, which makes the brand different from others, are playing essential role
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during the checking.

Those feamwes and characteristics inecrease the difficulty in  counterfeiting The
counterfeiters may not be able to have access to the suppliers and get the exact manufacturing
materials or do not have equivalent technology or special machine to make the exact design and
pattern of the bag. Given that the counterfeiters have purchased relevant mammfactuoring
machineries and obtained adequate technclogy, and have channels to purchase material from
their exclusive suppliers, the cost-to-break is too high for the counterfeiters to malke profit. The
msanity investment cost will discovrage the connterfeiters from malkcing the fale bag.

Therefore, the manmal authentication has given high reliability for the users in the checking.

It raizes the authentication accuracy. Although it takes some time. it is almost flawless.

Tracking Record

Lavarer LIS Disiteibastion Cenber (TH) 2E412/2002
[.n.rrlw A Datribution Canses (TX) 00/12/2002
 [P— - ZBA12NZ

Fignre 5.6-E-pedigree Page

The E-pedigree offers product tracking record to the user. The status of the product is shown
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in this page. The unser is able to define whether the product he detected is exactly at the same
position as the E-pedigree states.

The display of product status provides a firewall to the company that even if the former
three security layers are broke by the counterfeiters, they can never forge their product position.
Where the customer tags the bag are their current pesition. If the tagzing position are found
nmmatched with the E-pedigree, the product is fake.

The cnly exception is the second hand product. The owner right goes to the buyer when the
bag is sold. Therefore, where the bag goes will not be the matter of the brand. In order to protect
the right of the buyer, the company is still responsible to prove the authenticity of the product.

Thus, product statms will be shown in this page. The diagram above has shown that the
Gueed Classic has been sold out in New York City If the product detected has been stated
seconnd-hand, the user can refer to the previous three authentication results to determine the
authenticity of the product.

The last security layer has protected the second hand bag market and the right of the buyer.
Again the cost-to-break is too high to afford by the counterfeiters. Therefore, the four

authentication locks are enough for anti-counterfeiting and authentication purposes.

5.2 Tag Embedment Process

The design of tag embedment process is based on the information, floor plan and
manufacturing workflow provided by a reputable lnxurions designer brand masmmfactorer.

This famons brand manufacturer has large market share in accessory market in Europe and
United State. The large sales volume has attracted covnterfeiters to manufacture fake bags of the
brand. The fieree connterfeiting has created brand image damage and financial loss of the brand.
In this section, suggestion will be given on how the tag 15 embedded in the bag duning the

manufacturng process.

)
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dtep 1 Lutting Siep 2 Akiving Sap 5 Giluing

Figure 5. 7-The Original Handbag Manufacturing Processes

Figure 5.7 shows the original handbag mammfacturing processes that the mannfacturer will
first cut the fabric into pieces of different sizes according to the instruction of technical packages
sent from the design department. The fabrics are purchased from the authorized suppliers.

After finishing the cutting, the next step is to skive those pieces of different size. It 15 nsed
to control the thickness of the fabries.

Third, the materials are sent to ghung Ghing is wsed when the fabrics are needed to glue
with other materials for shaping purpose. Baggage tag is one of the products produced in gluing
process.

The fourth step is material distributien to different sector according to the fonction and part
of fabrics. Its purpose is to reform the manufacturing process and divided the wotkflow into
different sectors which the previous three steps are all necessary for all fabrics.

Be-cutting the fifth step is to re-shape the fabries info desired shape while the sixth step.
mking. is to smoothen the edge of the fabrics. After that, those materials will go through the

embossing process which is nsed to compress carve and mold the design on the surface of the

i)
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fabrics.
As far as embedding tags into handbags is concerned, there is an additional step needed.

The figure below shows the new handbagz manufacturing processes.

Figure 5.8-The New Handbag Manufacturing Processes

The tags can be added during this stage as all bags will be finished all manufacturing
processes in this stage that tags can be embedded in the inner side of the bag by workers. After
finishing the tags embedment, in-house quality control can be processed as well as gquality
asswrance in order to make sore the products without any mistakes. Furthermore, packaging of

handbags is also needed before shipping out the bags to wholesalers or suppliers.
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page 180



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

& — GBAEESN EPC/RFID Kt BI8EFIHE

Fizure 5 8-Suggested flow for tag embedment process
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Before starting mamnmfacturing the bag, the manufacturer will first receive the techmical
package sent from the designer The technical package consists of the blueprnint of the bag, the
material requirement, the anfi-connterfeit information such as serial mymber and other required
documents for manufacturing.

Tag material preparation is suggested to be started during the technical package analysis.
This step is to prepare the tags for the bags. the mamnfacturer may need to order the tags from
other suppliers, and the tags ordered may be general or tailor-made. It depends on the need of the
company. After finishing the tag material preparation. the tag operation sector should extract
the anti-counterfeit information of products from the technical package and do the sorting for
better categorization.

Tag data input can be started when the sorting 15 fimshed. The staff is required to input the
data into tag for the embedment. The tag should be ready at this stage. Those will be sent from
the tag operation sector to the mamufacturing sector for tag embedment.

After the sewing is finished, the tag will be activated before the bag is packaged. It is to
ensure all tags are well-embedded in the bag, mn smoothly before leaving the factory and to start
product tracking.

5.3 Cost Estimation

Financial analysis of the anti-counterfeit project will be done in this part. Project budget

estimation will be shown together with the firture sales forecast. This is a five-year based project.

Therefore, the budget shown below will only consist of five years.

Table 5.3-The Initial Cost of the project

System Development 1.300,000
System Infrastructure 300,000
Staff Training 200,000
Total 1,800,000

The system development cost covers both application and clowding system development
73

page 182



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

which are outsourced to third-party system provider. Therefore, the cost may be higher than
self-development.

The cutsourcing has given the company advantages that the system will be more reliable by
contracting experts for system development. [ess human and time resources will be consumed
by avoiding developing the system on their own.

The system infrastructure refers to the equipment needed to implement the anti-counterfet
project. The project not only requires the company to purchase NFC-tag related device for the
tag operation, but also computing devices for the system application.

Staff training is necessary for the project implementation. As the company does not have
similar applications before, the staffs there are not capable of munning the system fluently and
effectively without any training.

Table 5. 4-Current Sales Volume

Annual Average Velume of Good Seld 3,000,000
Average net profit per good 355

It 15 estimated that, at the end of the project, 1t will bring 2% increase in volume of good
sold. This sales volume estimation is based on the data that the company has provided for the
project. Each bag sold approximately brings the company 355HED dollar Also, there are
3,000,000 average bags sold in the past three years.

Table 5 5-Estimated Growth on Volume of Good Sold
0%

0.5%

Nerd | 10%
SRR 15
Yews

The estimated growth data is provided by the company for their fivhore strategic planning on
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their anti-counterfeit project. In year 1. there will be no growth on the volume of zood seld.
However, as the time goes, there will be a slow increase of 0.3% every year.

There are many reasens to explain the growth First. the buyers will not be lored into buying
fake bags by using the application Second, there are less counterfeits in the market which
mmproves the brand image, therefore, sales volume is increased. Third, the application raised the

public’s attentions which have done a promotional effect to attract potential customers.

Table 5. 6-Investment planning for the project

NA 9,000,000 9045000 9090000  9,135000 9,180,000

N/A 30,000 30,000 30,000 30,000 30,000

£}

NA 50,000 50,000 50,000 50,000 50,000

1,300,000 g 2 - " .

(1.800,000) (9,080,000} (3.200.0000 1430000 6760000  12,040.000

This is the investment planning for this five-year plan. The maintenance refers to the
maintenance cost of both the equipment and the system It is calenlated according to the normal
market rate, it charges the company 10% of the total equipment cost annually.

The administrative cost covers all the necessary cost generated from administrative worls
i the project. It is estimated around 30,000HED per vear as the project does not require the
company too many resources.

The tag is estimated around 3HED per each. Started from vear 1, all bags will be embedded
with tags for anti-counterfeiting purposes. That is the reason why the tag cost is very high in the

75

page 184



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

investment planning table shown above.

There will be deficit for the first two vears. The year 0 means the time that initial cost
occurred. The company will start to have profit by the third year The volume of goods sold
grows slowly during that period.

Table 5.7-Financial Analysis of the Investment

Total Investment 1,800,000

Total Net Profit 3,600,000

Eeturns on Investment  311% =Net Profit Tnvestment)* 100
={3,600,000/1 200,0007*100

Pavback Period lédyears =A+R/C
A=T ast Peried with Negative Cash Flow
B=Cash Flow At the End of Period A
C=Total Cash Flow Dnring the Period After A
=2+(12 82000020, 280,000)

The total net profit bought by this preject is 5.600,000HED which iz the triple of the total
mvestment. It gives 311% in the retums on investment. Although the payvback period may be a

bit longer. the investment result is satisfactory:

To
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Chapter 6 — Discussions

6.1 Capability Assessment

Table 6.1-An overview of capability of different approaches

Specific Tag Location-based Weak Hybrid
features-bazed awthentdeation  awthentication  auwthembication Authentication
authentication

Product

¥ x X o v
authenticaton
Tag

A ¥ x % v
authentication
Location

x x v * v
authentication

Weak authentication i3 the weakest anthentication method among all Although a set of
unigue ID ommber stored in the tag might be able to help the examiner to track down the product
data, or define its identity, it is more suitable for product tracking in supply chain management,
but not anti-connterfeiting purpose. It is becanse the tag will be easily cloned together with the
serial number, the authentication accuracy cannot be guarantead.

Location-based authentication will only be able to avthenticate the current location of the
product by making use of trace and track capabality provided by NFC tag. The trace- and-track
will record the location and response to the server when there is a reading device reading the tag.
Mo other information will be provided under this approach Therefore, it fails to provide product
and tag authentication.

Tag authentication aims at authenticating the tag itself not the product. Therefors, no
product or location authentication will be provided under this approach. The examiner will only
focus on the tag embedded in the product itself

Specific features-based authentication provides critical information of the product to the

examiners for mannal avthentication. The examiner will base on that information provided to

-
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authenticate the product. It focuses on the product itself, not the tag.

However, as the examiner needs to get the information through a valid digital signature
stored in the tag, the digital signature itself is a type of tag authentication. No locational record
will be provided under this approach  Ameng all authentication approaches, hybrid approach is
by far able to provide all three types of authentication including tag avthentication, product
authentication and location authentication.

Syochronized secret is developed for tag authentication by using one-time token.
Specific-features provides information on physical anti-counterfeiting features for examiner to
do mammal product authentication E-pedigree shows the product tracking record which has
extracted from the supply chain information system.

To conclude, the hybrid approach has combined all characteristics of different approaches

that is by far the most comprehensive anti-counterfeiting approach

6.2 Risk Assessment

6.2.1 Hybrid approach

The hybrid approach provides multiple authentications to the potential costomer regarding
to provide comprehensive and accurate. This approach mainly consists of two types of
authentication which are intelligence aunthentication and manmual anthentication.

Table 6.2-Risk assessment result of hybnd anthentication

Threat Probability of happen
Tag Cloning Low

Tagz Removal and re-applying  Low

Manipulation of tag Low

information

The hybrid approach has high resistance towards tag clening. The synchwonized secret

stored in the tag is designated for the threat The avthentication server will send a one-time token
78
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every time when the tag is being read and update it sinmltanecusly with the tag. Therefore, when
atag is read by the application, the anthentication sever can anthenticate the tag at once.

Moreover, the tag authentication also supports the clone detection. When a tag being read
by the application i3 found vomatched with the synchronized secret record stored in the database,
an alarm will be triggered, the company will be able to trace the cloned tag for fiurther follow-wp.

For the tag removal and re-applying. this approach can provide a high resistance towards
these two threats. The manual authentication eliminates the possibility of tag removal and
re-applying. The anthentication of physical anti-counterferting features. such as in-bag loges and
sewing style, requires the users to examine the produet very carefully.

If a tag is removed and re-applied to another counterfeit hand bag, the user can find that the
characteristics of the bag being examined does not matched with the information and pictures
shown in the application during the stage of specific features authentication.

Furthermore, counterfeits with the tag removed from the gemmine bag will be found
ummnatched in the E-pedigree. The tracking record stored in the database server will reveal the
cover to the counterfeits. Although the tag is being remowved from the genuine bag, the
counterfeiters are not able to forge the logistics record which is not stored in the tag. Therefore,
the counterfeit bag cannot pass the examination during the stage of location anthentication.

Although there 15 no sephisticated encryption protocel used in this approach, most of the
conclusive information is stored in the database server in the company. The manipulation of tag
mformation is not able to make a tag awthentic. The tag is only a vnigque identifier to the
authentication server. Any manipulation of tag information will not help in passing the
application’s avthentication

Also, the synchronized secret stored in tag is only a one-time token. the counterferters will
not be benefited from copying that token to other tags as the token will be changed every time.

The examination of physical anti-counterfeit features alse blocks the counterfeiters’

attempts to manipulate the tag information. Manipulating Tag information cannot help passing
9
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the authentication so this approach has high resistance towards manipulating tag mformation.

Compared with the other fouwr anti-counterfeiting approaches, this hybrid approach is
obvicusly more appropriate to be applied in the designer bag industry.

Firstly, the specific features approach is designated for the product which are hard to be
cloned. It requires the products with anti-counterfert markings, such as laser printing. This type
of anti-counterfeit marking may damage the aesthetic design of the bag.

However, under hybrid approach, it 15 only required the bag to have simple physical
anti-counterfeit featores, such as sewing style. This kind of feature is quite hard to be cloned
because the manufacturers have given specific trainings and equipment to the cobblers for
manufacturing the bag. Other features like leather striae are hard to be copied. It is because those
materials are made-to-order and limited to be purchased.

Secondly, the hybrid approach has raised maxinmm cost-to-break which is hard to achieve
in tag aunthentication appreach since the latter over-replies on the encryption protocol of the tag.
Omnce the encryption has been cracked by the counterfeiters. they can copy the tag easily. The
cost on cracking the encryption protocel can be recovered by counterfeiting activities.

The hvbrid approach has more diversified anti-counterfeiting measures and hence the
counterfeiters are distracted by different measures and have to pot more afford to break the
anti-counterfeiting approach. The cost to break for the counterfeiters has been maximized. The
profit by selling counterfeits may not be able to cover the cost to break the system.

Thirdlyl, the hybrid approach has allowed second-hand bag authentication which locational
approach fails to achieve. As the second hand bag market has significant influences in fashion
ndustry, therefore failing in authenticating second hand bag is not tolerant.

Fourth, although serial mumber authentication has been adopted in the hybrid approach, it i3
not the only anti-covnterfeiting measure adopted. This has made a visible difference with the

weak authentication approach which has only adopted one anti-counterfeiting measure.

80

page 189



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

6.2.2 Overviews

Table 6.3-The risk assessment of five approaches

Low Very High Low Average Low
/Re-applying
\Manipalati
of Tag Average Low Very High High Low
Information

Specific Feature-based Anthentication

The ideal product for specific features-based authentication is the type of product which is
very hard to be cloned. Money note is ome of the examples. Tt is very hard to copy the
characteristics, especially those sophisticated anti-counterfeiting printing of the product so the
preferred product under this appreach is the type of product which has lots of anti-counterfeiting
markings and printings for enabling the examiners to authentication accerding to the critical
mformation given by the server.

Therefore, the probability of tag removal and re-applying 15 very low. The counterfeiters
cannot just take off the tag embedded in the genuine product and apply to their fake product. The
critical information given by the digital signature can easily reveal that product with the genuine
tag is fake.

However, the approach does not put much emphasis on the resistance of tag cloning and
manipulating taz information. It is strongly believed by the supporters that sharing the ertical
mformation of the product by the digital signatore stored in the tag which is embedded m
product to the examiner is already enough for anti-counterfeiting.

Besides, as the tag cost is very low. the tag does not able to provide enough security for
product authentication. Counterfeiters can just clone the tag format and manipulate the tag’s data
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and digital signature to the fake tag.

Given that the approach only provides a digital signature for very little tag avthentication it
15 overlooking the consequence of little resistance of manipulating tag information and tag
cloning.

The digital signature written m the tag only is only used as a medivm to connect an address
where the critical information is contained with the device. It does not help to classify whether
this tag is placed by the gemine manufacturer

A loophole would be resulted due to Little resistance of manipulation of tag information. It i3
possible for the counterfeiters to edit the tag information and replace the real digital signature by
the fake one. As a result, the fake digital signature will provide the wrong nformation to the
examiners for authentication.

Tag Authentication

Compared with the risk assessment result of specific featwres-based approach, the
probability of the tag cloning happens under tag anthentication approach is very small. It iz
because this approach put mmch emphasis on the security features of the tag. It uses soplusticated
encryption method to prevent the tag from being copied.

Manmipulation of the tag information cannot be altered easily due to the scphisticated
encryption system of the tag. It tales many efforts for the counterfeiters to alter any data inside
the tag

Therefore, it takes mmch effort for the counterfeiters to crack the encryption method, the
cost and resources consumed to crack the tag could be higher than the revemme eamed from the
counterfeiting activities. As a result, the probability of tag cloning and manipulation of tag
nformation are very low under tag authentication approach.

However, for the tag removal and re-applying. the chances are very high under this
approach. Although the information of the tag 15 highly impessible to be manipulated, it does not

limit where the tag 1s placed.
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The examiner does not know where the tag is originally from during the authentication
process, also, the authentication server does not know where the tag is currently being placed,
therefore, it has given a chance for the counterfeiters to re-apply the genmine tag, which is
originally belong to another genmine bag, to their counterfeits.

Although there is high possibility of tag re-applying and removal for the tag anthentication,
it is not easy to get the genmine tag by the counterfeiters secretly. The counterfeiters have to pay
large effort in obtaining genuine tag to combat the anti-covnterfeit mechanism They may not be
able to cover the cost from doing counterferting activities.

However, the tag authentication only depends on its sophisticated encryption system of the
tags. It ignores a fact that if the counterfeiters have emough resources, such as money and
technology, to find the vulnerability of the encryption system, the tag authentication system will
no longer be effective.

Location-based Anthentication

For the tag cloning, the probability of happen is high Normally, tag vsing location-based
authentication approach is not given any cloning resistance, the tag is only responsible of
reporting its current location to the authentication server, the examiner will authenticate the
product through the tracking record given by the server. Therefore, it is easy to be clened.

However, this approach has overlocked the consequences of no after-sales location record.
Due to the ignorance in second-hand bag anthentication. the counterfeiters may thereby clone the
tag of sold items to pretend their fake bag is “99% new” genuine item. Therefore, this would
make the anti-counterfeit mechanism ineffective.

The key success factor of this approach is ‘how well the location of the genmine product is
known’ (Failimon, 2012). If the company does not lmow the location of the genuine product after
the product 15 being sold. the counterfeiters can use this loophole to pretend their counterfeits as
genuine second hand items. This 1s the major reason of why there 1s high tag cloning rate.

For the tag-removal and re-applying, it makes no sense to counterfeiters to re-apply the tags
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of gemmine products to their counterfeits. Instead of getting gemnmine tags from the genmine
products to apply for their counterfeits, they can just clone the tags. As the tags do not have
cloning resistance, they can copy the tag easily.

The reason of little cloning resistance is that the tag is designed to report the curment
location back to the server, therefore, the manmfacturers does not pay high effort to the security
features of the tag itself The counterfeiters can mamipulate the tag information withowt
CONSIUMING {00 Many resources.

Therefore, it gives counterfeiters chances to modify the tags in order to make their
counterfeits looks more authentic. The examiners may find difficulties to do the authentication.

Feak Authentication

There 15 high probability of tag cloning uwnder weak avthentication approach. The tag is used

to store a set of serial mumber by simple encryption method. If the counterfeiters manage to get
the serial number from the tag. they can use that number for their counterfeits.
Logically, the counterfeiters can remove the tag from the genuine product and re-apply to their
counterfeit. However, becanse of the little tag cloning resistance, the coumterfeiters do not need
to remove the tag from original product to their counterfeit. they can just clone the tag, the cost is
much lower.

Under this approach, the company does not put too many resources on the security features
of the tag itself; they vsually adopt a simple encryption method to hide the information stored in
the tag. Therefore, if the counterfeiters are willing to put resources on cracking the encryption
methed, it is possible for them to manipulate the information stored in the tags
Conclusion

From the table shown. the hybmid approach is considered to be the most reliable and
comprehensive anti-counterfeiting approach for designer bag industry:

It not only prevents the second-hand bag problem menticned in the locational approach section,

but also solves the tag removal and cloning problem brought by the tag anthentication. It also
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enhances the anthentication accuracy to a level which specific-features anthentication approach

cannot achieve.

6.3 Limitations

Although the application designed can provide accurate authentication to the customers and
combat the anti-counterfeiting activities, there are few limitations brought it.
1. High initial cost

The whole anti-counterfeiting mechanism requires the company to invest large amount of
money for acquisition of equipments needed, development of the application, sefting up the
clovding system and providing training, which the company may have to invest millions dollars
initially that discourages SMEs to develop this application.
2. More complicated tag operation procedurs

This hybrid approach has more complicated tag operation involved in the tag embedment
and authentication procedure than others that is time-consuming.  Also, the anthentication
procedure involves more tag data transfers, such as synchronized secret, it even involves tag
re-write. More trainings are also needed for the staff responsible of tag operation.
3. High wisibility in supply chain is required

The application requires high information transparency in supply chain. For example, the
E-pedigree has put a strict condition on the produet tracking section in supply chain management.
It needs clear individual tracking record of the products. If the company did not have a visible
supply chain it might fail to provide data for the application The application might not be very
appropriate for the company without proper supply chain management.
4. Strict conditions for the application device

The application can only mn on the Android phone Although Android phone has obtained
almost half of the cell-phone market, the market coverage is still not wide-enough. People using

IOS system and Symbian are not able to uvse the anti-counterfeit application. Besides. the
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application also requires the cell-phone to be NFC-enabled. If the Android phone does not
equipped with the NFC device, it canmot run the application. This has limited the user entry.

There is enly 1/3 of Android phone equipped with NFC function
6.4 Effects on Supply Chain

{#———— Customer Loyalty "..,;— Profit

[#————— Brand Image I"niq— Store Image

le—— sales Volume h— Reputation

|_1— Customner Confidence W————  Service
; : 11],.7 Competitiveness I'r;— Customer Confidence

mwm A e
Application ) .f" (ANK-covmterfeiting,
Big Order ! Guality
Profit {

M Correct Price

itti i
Competittive Advantage | g Unethical Behaviour
Goodell fa———— Personal Satisfaction
£

Figure 6.1-Diagram showing the cost and effect relationship of the application

The application has placed different effects on different stalceholders i the value cham At
all, there are generally four types of stakeholders involved in the supply chain which are brand
owner, manufacturer, retailer and customer. The uitimate goal of the application is to combat
connterfeiting activities.

For the brand owner, the application increases its sales volume by combating the
connterfeiting activities. Costomers will not be lured to buy fake bag by using the application.
The anti-counterfeiting activities will decrease the number of counterfeits which people are
harder to buy the counterfert bags in the market so they are forced to buy gemmine bags.
Thetefore, the sales volume will be increased by forcing some buyers who fend to buy
counterfeits before to buy genuine goods.

This can also achieve higher customer loyalty The amti-counterfeit application males

pecple more “admire’ to the brand as the bags are hard to be cloned. The buyer will be more
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satisfied for bring the bags becaunse there are very few counterfeit existed in the market and
pecple around them will not consider the bags as the counterfeits.

Betfter brand image can also be achieved by establishing the anti-counterfeit application.
The application can protect the brand image by assisting the buyers from buying poor quality
counterfeits. This can alse enhance the customer satisfaction by providing them excellent
authentication service during their shopping.

The application even enhances the brand’s competitiveness compared with other designer
brand nivals. Other competitors without the comprehensive anti-counterfeiting application will
face more serious counterfeiting, bigger loss in sales volume and profit. Their brand image may
be affected by those massive poor guality counterfeit bags. This makes the brand with the
application more competitive and capable of getting more designer bag market share.

For the manufacturer, the increased sales volume of the bag has encowraged the brand
owner to order more from the manufacturers, thus, the bigger and consistent order has won the
manufacturers more profit. Also, the increase in sales volume of the brand owners will further
mereases the sales commission amount eamed by the mannfacturers. To conclude. there will be
maore profit for the manufacturer when the application 13 established.

The tag operation technology owned by the manufacturer has formed the competitive
advantages among other factories. It represents that the mamufactirer is capable of using latest
anti-counterfeit technology for their products, which other rivals not yet control. This will make
the mammfacturer more competitive among the industry. Goodwill can be obtained from
collaboration on application development and operation.

For the retailer. the sales volume of the genuine bags will be increased as there are less
counterfeits existed in the market, customers are mere willing to buy genuine bags for different
reasons. The profit will be eventually increased.

The store image will be improved by being proved to sell genmine products in store, hence,

the reputation of the store is increased. The customer confidence towards the store will also be
a7
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enhanced as the store is authorized seller Because of enabling the customer to use the
application for authentication, better service can be achieved.

By using the application. the customer can buy quality bag by preventing themselves from
buying counterfeits. Counterfeit bags are mostly made of poor guality materials or even some
polluted materials. They may be harmful to the vsers such as cansing allergy to them.

They can buy the gemine bag at a comrect price in authorized stores. Some counterfeits are
sold at retail price which canse financial losses to customers as they are cheated. With this
application. the customers are able to buy the genuine bags with comrect retail price and
prevented from being defranded by the counterfeiters.

By buying no fake bag, they prevent any unethical behavior, and at the same time, their
personal desire can be satisfied by buving genuine products. They will have higher satisfaction

which covnterfeit bags cannot give.
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Chapter 7 — Conclusions

In this project, there are two main goals which are combating the growing counterfeiting
activities and raising the cost-to-break of counterfeiters. Therefore, an effective WFC-based
mobile application has been developed to achieve these two goals. Compared with current
applications, already available on the market, owr application not only can awthenticate the
products but also can provide the possibility to report counterfert products.

The NFC-based mobile application has been developed for designer bag manufacturer.
Hybrid approach is the anti-counterfeiting approach developed and designated for the mobile
application. It consists of four layers of security which are synchronized secret, specific featore,
E-pedigree and serial number to offer an accwrate and precise authentication to the potential
customers from preventing them from buying the fake products.

System technology and architecture have been explained and analyzed in detail. together
with the suggested tag embedment flow for the designer bag mamufacturer Trial mon of the
application has been implemented for evalwation.

For the discussion, capability and risk assessment have been done for the application and it
also compares the results of different approaches with hybrid approaches. Among all five
approaches, hybrid authentication has been considered as the most effective anfi-counterfeiting
measures and proved with hizhest resistances against different potential threats among all.

Although the application is proved to provide an accurate product anthentication to the user,
there are some limitations. The limitations are also discussed in the discussion part. The
application requires high visibility in supply chain and places strict conditions on the application
devices. It also requires hizh investment cost, and the avthentication procedure is far more
complicated than other current anti-counterfeiting technologies such as bar code and laser
printing. Despite the limitations, the application is proved to place positive influences on the

whole supply chain.
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There are still a lot of potentials for improvement. The company can alse focus on the
customer-relationship management by uwtilizing the application. In-app promoticn would be cne
of the opticns. Therefore, the application will not be used as a avthentication tool only, but also a
tool to enhance and improve the customer-relationship.

At all, the application is able to combat the growing counterfeiting activities and raise the
cost to break of the counterfeiters in designer bag industry. Although there are some limitations
and disadvantages brought by the application. these obstacles can be overcome by the future

technelogy advancement.
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Appendices

Appendix A — Workflows of Designer Bag

Manufacturer
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Appendix B — Questionnaire Results
Study on anti-counterfeit issues in Designer Bags
Dear Sir/Madam,

We are students from the Department of Industrial and Systems Engineering. The Hong
EKong Polytechnic University. We are conducting a project on the anti-counterfeiting technology
in designer bag industry.

It would be appreciated if vou can take few minutes to complete the questionnaire. Your
mformation is essential and critical in my study on anti-covaterfeiting. All information collected
1s confidential and will be destroyed when project 1s finished. Thank you for your participation
Counaterfeit Issue
1. Have you ever bought counterfeit designer bag (i.e. bags with brand) before?
oYes oNo
2. Do you think the counterfeit bag will influence the eriginal brand image?

oYes oONo

3. De you think the counterfeit designer bag will affect the sales of original brand?
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oYes oNo

4. Do yvou want to buy genuine designer bag in the firture?

oYes oONo
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Anti-counterfeit technology

Please rate the following anti-counterfeit measures (3=most secure, 1=least secure)

1. Laser print packaging

14 24 3 a4 50
2. Barcode print on package

1+ 2 3 A 50
3. QF code

1+ 24 3 A 50

4. BFILV NFC Tag for product identification

14 24 34 A -1

NEC technology

1. Are you using phone with Android system?

103

page 212



Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

oYes oNo

2. Have you heard of NFC?

oYes oNo

3. Have you used NEC application before?

oYes oNo
Results
Cmestionnaire Distributed Response Received
70 66 04 209,

Have you ever bought counterfeit
designer bag (i.e. bags with brand)
before?

mYes ®mNo

33%
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Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Do you think the counterfeit bag will
influence the original brand image?

M Yes No

27%

Do you think the counterfeit designer bag
will affect the sales of original brand?

MYes LINo

27%

Do you want to buy genuine designer bag
in the future?

N Yes No
22%

718%
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Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Mean Score on the Anti-counterfeiting Security Given By
the Interviewee

3
3
i i
Lassr-Print Barcode QR Code RFID/NFC
Packaging

Are you using phone with Android
system?

HYes B No

6%
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Hong Kong — Taiwan EPC / RFID Academia Awards Winning Case Sharing

FE — GBKEZS EPC/RFID kit BIERFITE

Have you heard of NFC?
BYes © No

Have you used NFC application
before?

B Yes No

J.
\E?‘]ﬁ '
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